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The avast! Endpoint Protection range comprises 4 products which enables you to choose the
one that best fits your requirements.

o provides protection for all the computers on your
network, with the exception of servers, based on the award-winning avast! Pro
Antivirus.

. provides protection for all the computers on your

network, including servers, based on the award-winning avast! Pro Antivirus and avast!
Server Edition.

. provides the same protection as avast Endpoint
Protection, but with the addition of an antispam filter and silent firewall.

3 provides all the same protection as Endpoint
Protection Suite, with the addition of an antispam filter and silent firewall.

All Endpoint Protection products have been specifically designed to make the administration of
your computer network as simple as possible. As well as providing protection for all the
computers on your network, the central allow you to install avast!
antivirus on all your computers remotely, to centrally manage updates and scheduled scans, to
receive real-time security alerts and reports, and to receive automatic notifications whenever a
new computer is connected to the network. You can choose the console most suitable for
managing your network:

The is a web-based management console designed
primarily for small networks of up to 199 workstations. It’s a simple and easy to use program to
help you both deploy and manage avast! antivirus on your network and so keep your network free
of viruses and other malware. It does not require a server Operating System and, once installed,
you can access it from any computer with an internet connection.

e Web-based console displays all current issues and recommended solutions.

e Suitable for managing networks of up to 199 PCs.

e Easyto navigate interface offers user friendly access to all program functions.

e Built for simplicity: does not require full network administrator skills to operate.

e Remote installation and updates saves time and cost of traditional deployment on
individual workstations.

e Auto-discovery of new/unprotected computers whenever they are connected to the
network.
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e Ability to remotely schedule and run scanning jobs — jobs can be scheduled to run at night
or whenever computers are not in use.

e Real-time alerts are sent immediately to the console when any infection or suspicious
activity is detected.

e Comprehensive reporting allows you to define what is reported and how often.

For larger networks of up to 1000 PCs, the is a desktop
application for system administrators, which provides more advanced management capability.

The avast program which is deployed on your network computers is referred to throughout the

"

rest of this user guide as the ®
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EP EPS EP+ EPS+

Supports the 64-bit platforms of Windows Vista
and Windows 7. 7 & o &

Boot time scanner scans for infections before the
operating system starts and before a virus can be
activated.

Multiple real-time shields continuously monitor
your network for potential infections and
suspicious activity.

avast! Sandbox allows you to browse the web or
run other applications in a safe “virtual”
environment.

avast! SafeZone — creates a new desktop in which
applications can be run invisibly, ideal for online
banking, shopping etc.

avast! CommunitylQ —ensures the most up to
date virus definitions based on the experience of
the global avast! community.

avast! WebRep — provides information on a
website’s reliability based on feedback from the
avast! Community.

Wake-up/scheduled scanning allows you to
schedule scans to be run even when the computer
is not in use.

Intelligent Scanner uses a whitelist of safe
applications to reduce the number of files that are
scanned.
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EP EPS EP+ EPS+
Silent/Gaming mode automatically detects full-
screen applications and disables pop-ups without
. . & & 7 &
compromising security.
Green computing: leaves a minimal
environmental footprint due to its highly efficient
v 7 7 7
use of resources.
Antispam and phishing filter to help manage
unwanted emails. X X | 7 w0
Silent firewall stops hackers using heuristic and
behavioral analysis. X X | 7 w0
EP EPS EP+ EPS+
Integrated protection for both email and file
server: includes support for clustering (even in
active-active mode) and integrates perfectly with
. . , . . LX) & LX) o
exchange via Microsoft’s own Virus Scanning
APls.
SharePoint Server Plug-in: tightly integrates
with SharePoint 2003/2007/2010 servers via
. , . X o LX) o
Microsoft’'s own AV interfaces.
Low resource requirements: light on system
resources. X o LX) V)
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The following system requirements are recommended in order to install and run avast! Endpoint
Protection (Plus) or avast Endpoint Protection Suite (Plus):

e  Windows 2000 Professional Service Pack 4, Windows XP Service Pack 2 or higher (any edition, 32
or 64 bit)/Windows Vista (any edition, 32 or 64 bit)/Windows 7 (32/64 bit)

e 256 MBRAM

e 300 MB free hard disk space

e Windows XP Service Pack 2 or higher (any edition, 32 or 64 bit)/Windows Vista (any edition, 32 or
64 bit)/Windows 7 (32/64 bit)

e 256 MBRAM

e 380 MB free hard disk space

e  Windows Server 2003 (x32bit/64 bit), Windows Server 2008/R2 (any edition, excluding Core
Installation), Windows SBS 2011

e 256 MB RAM (512MB if running Windows server 2008)

e 200 MB of free hard disk space

e  Microsoft Windows XP (any edition except Home Edition) with latest Service Pack 3, 32-bit only
Windows Vista (any edition, excluding Starter Edition and Home Edition) with latest Service Pack,
32-bit or 64-bit
Windows 7 (any edition except Starter Edition and Home Edition) with latest Service Pack, 32-bit
or 64-bit
Windows Server 2003 (all editions with latest Service Pack), 32-bit or 64-bit
Windows Server 2003 R2 (all editions with latest Service Pack), 32-bit or 64-bit
Windows Server 2008 (all editions with latest Service Pack, excluding Server Core), 32-bit or 64-bit
Windows SBS 2011.

e 1 GB RAM or above, depending on requirements of operating system and other 3rd party software
installed

¢ A minimum of goo MB free hard disk space for the initial installation

e Internet connection (to download and register the product, for automatic updates of the Mirror)

e Valid SMTP Server within reach of the server

e  Windows workgroup or active directory network

e Internet connection with Silverlight 5 enabled browser e.g. Internet Explorer 7 or above.
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e  Microsoft Windows XP (any edition except Home Edition) with latest Service Pack 3, 32-bit only
Windows Vista (any edition, excluding Starter Edition and Home Edition) with latest Service Pack,
32-bit or 64-bit
Windows 7 (any edition except Starter Edition and Home Edition) with latest Service Pack, 32-bit
or 64-bit
Windows Server 2003 (all editions with latest Service Pack), 32-bit or 64-bit
Windows Server 2003 R2 (all editions with latest Service Pack), 32-bit or 64-bit
Windows Server 2008 (all editions with latest Service Pack, excluding Server Core), 32-bit or 64-bit
Windows SBS 2011.

e  Full Microsoft SQL Server 2008 R2 or free Microsoft SQL Server 2008 R2 Express (supplied as an
optionally installable component with avast! Enterprise Administration)

e 256 MB RAM (512 MB recommended), depending on requirements of operating system and other
3" party software installed

e 900 MB free hard disk space

e Internet connection (to download and register the product, for automatic updates of the Mirror)

e Valid SMTP Server within reach of the server

e  Windows workgroup or active directory network

Note:

avast! Small Business Console and managed clients are not supported (cannot be installed and won't run)
on DOS, Microsoft Windows 3.x, Microsoft Windows NT 3.x, Microsoft Windows NT 4.0, Microsoft
Windows g5, Microsoft Windows 98, Microsoft Windows ME, or any other operating systems which aren't
specified as supported.

Other 3rd party prerequisites will be installed during the setup by the installer if they are not present.
These are the Microsoft .NET Framework 4, Microsoft Silverlight 5 and other dependencies like

Microsoft Windows Installer, etc.

In all cases, it is recommended to have the latest Service Pack and a fully updated Operating System.
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The Endpoint Protection products are designed so that you can install and manage avast across
your whole network from one central administration console. You can choose either the Small
Office Administration Console — a web based administration console suitable for networks of up
to 200 PCs, or the Enterprise Administration Console — a desktop application for system
administrators for managing larger networks. However, if you do not require the central
management features, you may choose not to install any central management console and
instead install avast on your servers and/or workstations manually. See the later section
“Installing the Client Software on your Network”.

If you have already purchased a license, you should have received an email from avast with
instructions for downloading the installation file. Click on the link to download the file and save it
onto your computer, in a location where you will easily be able to locate it, for example on your Windows
Desktop.

If you have not yet purchased a license and you want to use the product for a 30-day trial period
before you purchase, download the installation file from www.avast.com. After clicking the
“Download” button, you can choose whether to download only the client software, the client
software together with the Small Office Administration Console, or the client software with the
Enterprise Administration Console:

5|

Client only
e This will install the end-user product trial
* Can be connected to central administration console later

! Download

Client + Small Office Administration

e Central management console trial

* Recommended for simple networks with up to 200 computers
e Easy-to-use, web-based user interface

Download

Client + Enterprise Administration
* Comprehensive management tool for advanced network setups
* Recommended for large or complex business networks

Download

When downloading the installation file, make sure to save the file in a location on your computer
where you will easily be able to locate it.

The following pages will describe how to install the avast! Small Office Administration Console
and how to install the avast! Enterprise Administration Console.


http://www.avast.com/
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The following steps describe how to install the avast! Small Office Administration Console.
Once the central management console is installed, you can then use it to remotely deploy avast
on all your network machines.

Once you have downloaded the installation file, locate it on your computer and double

click it to start the installation. You will then be guided through the rest of the 0
installation process to install the program on your computer. We recommend that g
you close any other applications before installing the program and follow the  cepyp consol
onscreen instructions. Note: your computer has to be connected to the internet e_epsp
during the installation process. %

If you are prompted by a User Account Control dialog for permissions, click 'Yes' (or 'Continue' in
Windows Vista) to begin the installation process.

@ User Account Control

Do you want to allow the following program to make

changes to this computer?

Program name:  avast! Small Office Administration
S Verified publisher: AVAST Software
File erigin: Hard drive on this computer

(%) Show details | ves QJ[ Mo

Change when these notifications appear

Before the installation starts you can select your preferred language:

-
© avast! Small Office Administration Setup =5

Flease select a language:

© [Englsh

A quick check will now be done to identify whether there are any other requirements before the
program can be installed.

10
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If any requirements are identified, the following screen will then be displayed:

& avast! Small Office Administration Setu ‘ ﬂm

The setup has determined that some of the
prerequisites needed to run this program are
missing. This wizard will assist you in getting and
installing those prerequisites. Click Next to
continue to the list of prerequisites.

Click Finish at any time to completely skip the
installation of prerequisites and jump to the
installation of the main program. Click Cancel to
cancel the installation and exit the Setup Wizard.

Just click "Next” to proceed and you will then see a list of the pre-requisites which need to be
satisfied before the program can be installed.

EEEre—rr

|| Prerequisites §

These programs are needed for the application to run. Click on the chedk box @ OVCISt!
next to a prerequisite to select it for install or to skip it.

Name Version Action
.NET Framework 4.0 Required: any. Found: nothing. Download
Silverlight Required: 5.0 or higher. Found: nothing,  Download

Download Falder;  C:\Users\Administrator\AppData\Local AVAST Software\avast

Press the Next button to download the prerequisites,

You can change the selection using the checkboxes, but in most cases keeping the default

selection should be adequate. Click 'Next' to start the download and installation of the selected
components to your system.

11
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You will then see the installation progress. Depending upon the speed of your machine and
the Internet connection, it may take some time to complete the prerequisites installation.

Prerequisites Install
Please wait while the selected prerequisites are installed.

.Eﬁ:lvustl'

Name Status

.NET Framework 4.0 Installing...

Silverlight Pending

G Instaling .NET Framework 4.0 from: C:\Users\Administrator \AppDataL ocal|AVAST
@D softwarelovact! small ice Administrabon|1.2.415 Tjnstaldometfx40_fl_setup.exe

Automatically start installing the main application after finishing the prerequisites install.

< Back Next > Finish

You may be asked to confirm the installation of the individual prerequisites, for example .NET
Framework:

(= Voot et romevorkascp A== =)
NET Framework 4 Setup ) .
Please accept the icense terms to continue. ﬁ'ﬂEﬂ’.l': Installation Is Complete
ﬁl m NET Framework 4 has been installed.
1Cros:
MICROSOFT SOFTWARE @

Lhave read and accept the license terms.

Download size estimate: 54MB Check for mare recent versions on Windows Update,

Dawnload time estimates: Dial-Up: 132 minutes

Broadband: 8 minutes

N

And Silverlight:

W

Microsoft*

Silverlight

Install Silverlight

By dlicking Tnstall now you accept the Siveright
license agreement.

View the Silverlight License Agreement

Silverlight updates automatically.
View the Silverlight Privacy Statement

Install now

7

Microsoft*

Silverlight

Installation successful

You may have to refresh (F5) the
Web page for these changes to take
effect.

12
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If you are prompted to re-start your computer, click "Restart Now” to prevent the installation
from being terminated unexpectedly.

Microsoft NET Framework 4 Setu

You must restart your computer to complete the installation. If you choose
Restart Later, applications dependent on .NET Framework may stop
working.

[ Restart Now [ Restart Later

When the machine is restarted, the avast! Small Office Administration Setup Wizard will start
automatically:

@ avast! Small Office Administration Setup ‘ 3l

The wizard will install avast! Small Office Administration
version 1.2.2.8 on your computer. Click Next” to continue
or "Cancel” to exit the wizard.

Quick Guide

You now need to confirm that you have read and accept the terms of the license agreement by
clicking the appropriate button and then click "Next” to proceed.

B e st o e e N e

End-User License Agreement

Please read thy wing license

AWAST END USER LICENSE AGREEMENT

(FOR BUSINESS)

PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
(.AGREEMENT") CAREFULLY BEFORE USING THE SOFTWARE (AS DEFINED

BELOW). THIS IS A LEGALLY BINDING CONTRACT BETWEEN YOU AND AVAST
SOFTWARE a.s.. A COMPANY DULY ORGANIZED AND EXISTING UNDER THE LAWS T

@, I accept the terms in the License Agreement

(7)1 do not accept the terms in the License Agreement

<Back | Mext> | [ cancel
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You will now be invited to insert a valid license file. Unless you want to use the program first in
demo mode, it is recommended to provide a license file immediately.

Alternatively, you can request a demo license, which will allow you to use the program in demo
mode for 30 days. To request a demo license, you will need to be connected to the internet as the
demo license will be automatically downloaded from the avast server during the installation.

During the 30 day demo period you will need to purchase and insert a valid license file to continue
to use the product, otherwise the avast! Small Office Administration Console will not be able to
communicate with any connected machines and you will not be able to deploy the avast! Managed
Client onto your network after the demo period expires.

Product licen

Insert license file or request demo license

License

@) Insertlicense file

C:\Users\Administrator\DesktopLicense.avastlic

() Request dema license (Requires Internet connection)

<Back | Mext> | [ cancel

In order to insert a license now, the license must first have been saved on your computer. To
locate your license on your computer, click the “Browse” button, then click "Open” and the
path to our license will be inserted automatically.

& Select license file

Bl Desktop » Search Desktop

Organize ~ New falder B

I| 3% Favorites " Libraries Documents
B Desktop ks System Folder % System Folder

1 Downloads -
] Recent Places [ | Computer ) Metwork
¥ system Folder | System Folder

4 3 Libraries

License.avastlic

» (8 Documents = ‘ AVASTLIC File
> ol Music 2L

b [ Pictures
> E Videos

» /% Computer

> € Network -

File name: License.avastlic ~ |License files (*.avastlic) -

After the installation is completed, you can continue to use the product for 12, 24, or 36 months
from the date of purchase, depending on the purchased license period.

14
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You can now select the type of installation. The recommended installation type is
“"Recommended” unless you are an experienced system administrator and want to e.g. specify a
folder other than the default folder for storing the installation files or use your own MS SQL
Database.

Bt st o i N

Choose Setup Type o
Choose the setup type that best suits your needs avast!

Recommended

Installs with the most common program settings. Recommended for
most users.

Expert
Allows users to customize all settings. Recommended for advanced
users.

<Back | Mext> | [ Cancel

On the next screen, you should enter the details of your email settings. This is necessary if you
want to be able to send emails from the Console for example if you want to use the option to
deploy the avast client remotely by email, or if you want to receive system reports and messages.

o moztsmmiorce conzoa ==

Email Configuration r
e SR b Rl Fl avast!

Administrator's E-mail: administrator @example. com

SMTP Server Address: smitp.example.com
SMTP Server Port: 25
From address: consolemail @example.com

[ use Authentication

Foes
<Back Next>Dg [ cancel |

e Administrator's e-mail — the e-mail address of the network administrator or person
responsible for managing the avast! Small Office Administration Console, e.g.
administrator@example.com.

e SMTP Server Address - the Host Name or IP address of your outgoing e-mail server e.g.
smtp.example.com or 192.168.1.25.

e SMTP Server Port — the Port number of your outgoing e-mail server. SMTP protocol uses
TCP port number 25 by default.

e From address — the e-mail address that will appear in e-mail notifications sent by the
avast! Small Office Administration Console.

e Use Authentication - if your outgoing e-mail server requires Username and Password
authentication.

e Use SSL - if your outgoing e-mail server requires an encrypted connection using SSL
protocol (Secure Sockets Layer).

15
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Finally, you will be asked for a password which you will need to enter later when logging on to the
Administration Console, so make sure it is a password that you will be able to remember!

Enter a password which the "admin® user should use to log in to the console.

Username: admin

Password: ssssssss
Confirm password: sessenne

Create desktop shortcut to open the console in your web browser

<Back | Next>RJ [ cancel

You will now see a final screen before the installation begins. To review all the initial setup details
and to check everything is correct, just click on Summary. You can use the “Back” button to go
back and make any changes and when you are ready just click “Install”

[ & avast! Small Office Administration Setu

Ready to Install r
The wizard is ready to begin the installation ovast!

Click "Install” to begin the installation. To review your settings, dick "Summary®, If you
want to change any of your installation settings, dick Back™. Click "Cancel” to exit the
wizard.

<Back || Instal RJ [ cancel

16



avast! Endpoint Protection — Installation Guide

After clicking “Install”. You will see the installation progress. Depending upon the speed of
your machine and the Internet connection, it may take some time to complete the
installation.

o avast! Small Office Administration Setu

Installing avast! Small Office Administration l‘iDUGStF

Please wait while the Setup Wizard installs avast! Small Office Administration. This
may take several minutes,

Status:  Starting service

-_—

When the installation is complete, a new box will appear with a link, which you can click to open
the Administration Console in your computer’s web browser. You can also choose whether you
want to open it immediately in default web browser after exiting the setup wizard. Finally, click
“Finish” to close the avast! Small Office Administration Setup Wizard.

avast! Small Office Administration Setu =5

You can use these URLs to open avast! Small Office
Administration in your web browser:

Standard unencrypted connection:
hitp//ac: 8731/

Secure encrypted connection:
hittps://c. 8732/

Open the consale now

Click the Finish” button to exit the wizard,

<5

A shortcut will also be installed on your desktop which you can use in future to

0 launch the console on the same computer. You can now use the Administration

@"" Console to remotely deploy avast on the other machines on your network, or to
avast! send an email to the other computer users with instructions for downloading and
small Office installing avast! on their machines. Alternatively, you can manually install avast!

Administration on each machine, for example, by downloading the client installation file and

copying it from a USB to each computer — see the later section “Installing the
Client Software on your network”.

17
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During the installation process, you were able to insert a valid license, or you could choose to use

the Administration Console in trial mode for up to 30 days, during which time you can familiarize
yourself with the basic functions.

To manually insert a license after the program is installed, click on the *Administration” tab in the
Console and then “Subscription”. Under “Subscription information” you will see a summary of
your current subscription status. Next click on “Insert license file” and then locate the license file
on your computer. Click on it to select it and then click *Open” and your license file will be
automatically inserted. You can now continue to use the program for the duration of your license.

_Zcicu/ust! SMALL OFFICE ADMINISTRATION

7HELP CENTER [3LOGOUT

@ summary .ﬁ

() werwonx SUBSCRIPTION STATUS: In trial mode

EDITION: avast! Endpoint Protection Suite Plus
@ s

o Your trial period will expire in 26 days.
REPORTS
Subscription information

Product: avast

dpoint Protection Suite Plus
Product type: 4

If you have not yet purchased a license file, click on “Purchase now” which will open the avast
website where you can select the type of license you wish to purchase.

18
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The following steps describe how to install the avast! Enterprise Administration Console. Once
the central management console is installed, you can then use it to remotely deploy avast on all
your network machines.

Once you have downloaded the installation file, locate it on your computer and double
click it to start the installation. You will then be guided through the rest of the
installation process to install the program on your computer. We recommend that
you close any other applications before installing the program and follow the
onscreen instructions. Note: your computer has to be connected to the internet rise_epsp
during the installation process. h L\s

Fr=y
setup_enterp

If you are prompted by a User Account Control dialog for permissions, click 'Yes' (or 'Continue' in
Windows Vista) to begin the installation process.

'@ User Account Control

@ Program name:  avast! Enterprise Administration
— Verified publisher: AVAST Software

File origin: Hard drive on this computer

'::\:f:ﬁ' Show details [ Ves L\\SJ ’ bin

Change when these notifications appear

When the installation starts you can select your preferred language:

avast! Installation

Please select the language for this installation.

Engiish

19
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On the welcome screen click '"Next' to continue.

avast! Enterprise Administration Setup

‘Welcome to the AEA Setup program. This program will install AEA on your
computer.

It is strongly recommended that you exit all Windows programs before
running this setup program.

Click Cancel to quit Setup and then close any programs you have running.
Click Next to continue with the Setup program

WARNING: This program is protected by copyright law and intemational
treaties.

Unauthorized repraduction or distribution of this program, or amy portion of it,
may result in severe civil and criminal penalties, and will be prosecuted to
the maxdmum extent possible under law.

After reading the introduction on the Read me screen, click 'Next' again.

Read me

avast! Enterprise Administration (AEA)

Welcome to the avast! Enterprise Administration!

AEAs a product that allows network administrators manage all avast!
installations on their network. it makes avast! administration easier and features
many functions aimed to providing optimal protection and security of the whole
network.

Before deploying the product, we recommend reading the "Administrator's
Guide" document included in the installation package

Installation

- please consult the Administrator's Guide document for step-by-step
instructions on how to install the software:



https://support.avast.com/img/other-06-en_ep-ea_install_welcome695f4676fd309b99407be967883af5ac96f7087fcebeaf41f2ebc90ac97a5742bd25e8ebd07178759794f35a49fff6b4f1b007718598a804.png
https://support.avast.com/img/other-06-en_ep-ea_install_welcome695f4676fd309b99407be967883af5ac96f7087fcebeaf41f2ebc90ac97a5742bd25e8ebd07178759794f35a49fff6b4f1b007718598a804.png
https://support.avast.com/img/other-07-en_ep-ea_install_readme0419530d7e6a33c0fdb5e3ac42eb507c6c4fc1ce5418272d9cdd818ab2ab5c34d54264aa71508c26d494f49736241136e5501b98df148b62.png
https://support.avast.com/img/other-07-en_ep-ea_install_readme0419530d7e6a33c0fdb5e3ac42eb507c6c4fc1ce5418272d9cdd818ab2ab5c34d54264aa71508c26d494f49736241136e5501b98df148b62.png
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You now need to confirm that you have read and accept the terms of the License Agreement
by selecting the option 'l agree'. Then click '"Next' to proceed.

8wt rerrie e N s

License agreement

END USER LICENSE AGREEMENT

THIS IS ACONTRACT BETWEEN YOU AND AVAST SOFTWARE, A
PRAGUE, CZECH REPUBLIC CORPORATION. BY USING THIS
SOFTWARE YOU

ACCEPT ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT.
I you do not agree with the terms and conditions of this

Agreemert, do not continue in install process and retum this

software to reseller where you obtained it.

This package contains softwars (Software) and related

explanatory written materials (Documentation). The term

Software shall also include any upgrades, notified versions,
Updates, additions and copies of the Softwar licensed to you

by AVAST Software. AVAST Software grants to you a non-exclusive
license to use the Scftware and Documentation, provided that you
agres the following

1. Use of the Software.
You may:

wﬁ‘w | agree () | disagree

<Back | [ Net> | [ Cancel

On the following screen you can change the default Destination directory by entering the full
path where you want to install avast! Enterprise Administration, or you can click on the
button marked '..." on the right, and browse your computer to locate the installation folder.
When the path is specified, or if you want to keep the default path, click 'Next'.

@ avast! Enterprise Administration &m_@@g

Destination

Enter the destination directory
C\Program Files\AVAST Software\Enterprise Administration D

If the directory does not exist. it will be created.



../../../../robinson/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/KO2ASX88/support.avast.com/img/other-08-en_ep-ea_install_agreemente9360449f1b96967b0d3c37eb805ba68fdf9a0c7eb143c24e9479112dedbcf99e46f8b0840f9fe80ca97fda1b4f90e77f664f1800e043a56.png
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https://support.avast.com/img/other-09-en_ep-ea_install_destination203eb9302b697cc01f2defb0f04bfe8707c810dc07f141941dbbdef1b544cc4fce1ef8cbb3621e91389ef0fe0836edd12195611915cee3f6.png
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Besides the 'Typical' and 'Minimum' installations with predefined Configurations, on the next
screen you can also select 'Custom'. This allows you to add or remove individual program
components and features in a checkbox list. Then click 'Next' to continue.

Configuration

- [¥]Ertemprise Administration Server
- [¥] Ertemprise Administration Console

- Czech |

. ~[Jczechlanguage extension
. ~[Oczechhelp

- French language

~[JFrench language extension

Custom i ~-[[JGeman lanquage extension
70.972 KB i =[JGeman help

- talian
i ~[Jtalian language extension

i w[Jtalian help
- Portuguese language

[ <Back | [ Net> ][ Cancel

On the next screen, you can insert your license. Note that your license file must first have

been saved to a location on your computer. Depending on the license you have, select one of
these two options:

Load license file - If you have already purchased a license for e.g. avast! Endpoint Protection

and you know where it is saved, you can enter its location in the box shown at the bottom of
the License Manager screen.

= =

% Current license file CUsers\AdministratorDesktop'\License avastic
License info
User: <administrator@example. com> Customer number: 0000000
Company: EXAMPLE License issued by: ~ AVAST Software as

Licensed products:

Product Type Valid to Update to Issued
avast! Endpoint Protection Sute Plus Release -unlimited- Feb 15,2013 Feb 15,2012

Load license file: CAUsers\Administrator\Desktop'License avastlic

Copy the license file to program folder
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...or you can click button marked '..." on the right, and browse your computer to locate it.

B Deskiop » + | 43l Search Deskiop 3
Organize » New folder - 0 @
3% Favorites B 71 Libraries }& Dacuments
B Desktoy _ 1| System Folder System Folder
P =l Y !
18 Downloads z
5 Recent Places [ | Computer | Network
U35 system Folder | System Folder
4 [ Libraries s License.avastlic
> [ Documents £ AVASTLIC File
o) Music 226 KB
>l Pictures
» B Videos
> % Computer
> € Network -
File name: License.avastlic v |License files (avastlic) -
G

Then click “Load” to insert the license file.

After the installation is completed, you can continue to use the product for 12, 24, or 36
months from the date of purchase, depending on the purchased license period.

Alternatively, you can click the 'Demo’' button to download a time-limited demo license (this
requires an Internet connection):

= e

|| Curent license file: C:\Users\ADMINI~1"AppData’Local\Temp',_av_sfxim™~al2572\icense dat
License info

User: DEMO Customer number: 939939
Company. DEMO License issued by: AVAST Software a.s

Licensed products:
Product Type Count Valid to Update to Issued
avast! Endpoint Protection Suite Plus DEMO 200 -unlimited- Mar 17,2012 Feb 15, 2012

Load license file: C\Users\ADMINI™1\App Data\Local\ Temp',_sv_sfx tm~a02372\license dat E

Copy the license file to progra folder

ok || Demclyl\‘g[&m}i]

Then click “OK” to apply the Demo license.

During the 30 day demo period you need to purchase and insert a valid license file to continue
to use the product, otherwise the avast! Enterprise Administration Console will not be able to
communicate with any connected machines and you will not be able to deploy the avast!
Managed Client onto your network after the demo period expires.
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On the next screen you can adjust the Mirror settings. The Mirror is used to automatically
distribute updates to all avast! Managed Clients on your network to ensure they are always
completely up to date. The advantage of using the Mirror to distribute updates in this way is
that the updates need to be downloaded only once from the AVAST update server, thus
saving you bandwidth. Here you can specify whether this mirroring server will 'Download
mirror files from the Internet' (i.e. directly from the AVAST update server)...

e e =~

Mirror Settings

Mirroring server:
(@ Download mirror fles from internet

(") Download mirror files from another mirrar

16135
Generate mirror during installation

Proxy settings

<Back | [ Net> | [ Cancel

...or whether it will 'Download mirror files from another mirror' in the case that you already
have another mirroring server established. You will then need to specify its Address (e.g.
mirror.example.com or 192.168.1.100) and Port number (16135 by default).

18 rost Everprie Acvinision i R ==

Mirror Settings

Mirraring server:
(71 Download mirror files from internet
{ﬁ'}Download mirror files from another mirror

Address: 192.168.1.100

Port: 16133

Generate mirror during installation

Proxy settings

<Back | [ Nea> | [ Cancel

If you clear the checkbox 'Generate mirror during installation’, the Mirror will be
downloaded and created in the background automatically after avast! Enterprise
Administration is first started, or you can do it manually using the mirror.exe utility included
within the installation folder. When it's done, click 'Next' to continue.
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Note:

If you download the Mirror manually, you need to keep it updated using a different
connection than that specified in your Internet Explorer settings. Click the 'Proxy settings'
button, and then you can switch from the default option 'Auto detect (use Internet Explorer
settings)' to 'Direct connection (no proxy)’,

e (==

Proxy server settings

Please select your proxy server settings (used for program updating)
(@) Direct connection (no proxy)
mn detect fuse Intemet Explorer settings)
(7) Speciy proxy server
HTTP

Authertication

No authentication

...or click 'Specify proxy server' and enter all the necessary details used to connect your
machine to the Internet, i.e.:

Type - HTTP or SOCKS vy protocol.
Address - IP address or Host Name of your Proxy Server, e.g. 192.168.1.10 or
proxy.example.com.
Port - Port number of your server, e.qg. 3128.

o Authentication - 'Basic Authentication (Plaintext)' or 'Windows integrated
authentication (NTLM)' if you have an HTTP Proxy Server which requires
Username and Password.

Proxy server settings

Please select your proxy server settings (used for program updating)
(7) Direct connection {no proxy)
(@) Auto detect fuse Intemet Explorer settings)
(@) Specify proxy server
Type: HTTP

Address:  192.168.1.10

Authertication

Type No authentication
No authertication
Basic authentication {plaintext)
Windows integrated authertication (NTLM)
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When it's done, click 'Test connection' to verify your settings,

Information A M

| Proxy server settings are correct.

...and then click 'OK" twice to confirm the test and apply your changes.

On the next screen you can select your preferred database server that will serve as data
storage for all the policies, security settings and client information:

8 roct Enirpice i i N o -l 8

SQL Server settings

The program needs a SAL serverto work. You can either use the supplied
Microsoft SQL Server Express or you own MS SQL Server installation.

@ Use S0L Express finstalls on local computer with instance name ‘avast)
(7) Generate random strong "sa” account password
{q‘/gipecrfy custom “sa” account password

Password: sssssssnes
Confirm password LTI

() Use full MS SQL Server (2000 or higher)
SQLSERVER

sa

Create avast! database

<Back | [ Nea> | [ Cancel

Use SQL Express (installs on the local computer with instance name 'avast') - if you want
toinstall locally Microsoft SQL Server 2008 R2 Express supplied with avast! Enterprise
Administration. Once you have selected this option, you must also choose whether you want
to:

e Generate a random strong "sa" account password - if you don't need
to know the password and prefer a random and highly secure SA
account in supplied Microsoft SQL Server 2008 R2 Express, or

e Specify a custom "sa" account password - if you prefer to use your
custom password for the SA account in the supplied Microsoft SQL
Server 2008 R2 Express.
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Use full MS SQL Server - if you want to use Microsoft SQL Server 2008 R2 which is already
running on your computer or on a remote machine.

Bt e A sau,l-:-m

SQL Server settings

The program needs a SAL serverto work. You can either use the supplied
Microsoft SQL Server Express or you own MS SQL Server installation.
) Use SQL Express (installs on local computer with instance name ‘avast)
@) Generate random strong "sa" account password
Specfy custom “sa" account password

-E:T}Use full MS SQL Server (2000 or higher)
Server name: SGLSERVER

Account
Password:

[¥] Create avast! database
(do not uncheck unless the database has already been created)

<Back | [ Net> | [ Cancel

If you select this option, you will also need to specify the following details:

e Server name - type the Host Name of your SQL Server, if you are not using the default
instance, followed by a backslash and the SQL Server Instance Name, i.e.:

o

HOSTNAME - if your SQL Server is running on a remote machine, or the same
machine as avast! Enterprise Administration, and the default SQL Server
Instance Name is used (i.e. MSSQLSERVER).

(local) - as an alternative if your SQL Server is running locally on the same
machine as the avast! Enterprise Administration, and the default SQL Server
Instance Name is used (i.e. MSSQLSERVER).

HOSTNAME\INSTANCENAME - if your SQL Server is running on a remote
machine, or the same machine as avast! Enterprise Administration, and any
other than the default SQL Server Instance Name is used (i.e. anything except
MSSQLSERVER).

(local)\INSTANCENAME - as an alternative if your SQL Server is running on the
same machine as avast! Enterprise Administration, and any other than the
default SQL Server Instance Name is used (i.e. anything except MSSQLSERVER).
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e Account - enter your SQL server account with unrestricted access to the database engine
("sa" account is predefined by default).

e Password - enter your password to the SQL server account specified above.

e Create avast! database - clear the checkbox only if you are connecting an existing
database in SQL Server used by a previous instance of avast! Enterprise Administration
of exactly the same version, and you want to keep all the data storage for all the policies,
security settings and client information.

Click 'Next' to continue.
On the Installation information screen you can check your setup configuration before

proceeding with the installation. If you missed something, just use the 'Back’ button to go
back and change the configuration. When you have finished the configuration click 'Next'.

EEpEEErmer ==

Installation information

Setup will install the following components

Enterprise Administration Server
Enterprise Administration Caonsole
English language extension
English help

Installed in: C:\Program Files"AVAST Software'\Enterprise Administration

Required disk space: 70.972 KB
Free space: 30,048,832 KB

<Back | [ Next>

The Setup Wizard will then display the installation progress:

EEEEETees ==

Installation progress

Finishing setup

28


https://support.avast.com/img/other-23-en_ep-ea_install_information10511e8733f9eaf574dc25a4f7dfb45f79734bf11906af62ffd9cfc3f442202ddb375806d6cea8941619bf1316f5d9782852c3c9c219f4da.png
https://support.avast.com/img/other-23-en_ep-ea_install_information10511e8733f9eaf574dc25a4f7dfb45f79734bf11906af62ffd9cfc3f442202ddb375806d6cea8941619bf1316f5d9782852c3c9c219f4da.png
https://support.avast.com/img/other-23-en_ep-ea_install_progresb98413f7eb6c2d57b89564c46865ff71cf90bdb09209051d386357274bbca0166cfe3ac6f98108adb3297515bdf8faf515f437f528f2d319.png
https://support.avast.com/img/other-23-en_ep-ea_install_progresb98413f7eb6c2d57b89564c46865ff71cf90bdb09209051d386357274bbca0166cfe3ac6f98108adb3297515bdf8faf515f437f528f2d319.png

avast! Endpoint Protection — Installation Guide

...and also the Mirror Creation status if you selected to generate the Mirror during the
installation. Depending upon the speed of your machine, it may take a few minutes to

i avast! Enterprise Administration Setup = 2 |

Mirror Creation |
| C\Program Files\AVAST Software\ERterprise Administrationmmirormirror.exe. S s(=ls e e
L ——————————————————— e

mivror begin. ..
Mirroring. ..

Afterwards you will be asked for the current certificate information for avast! Enterprise
Administration Server. Click 'Generate New...',

E Current Certificate Info

@ Mo valid certificate is entered.

[Generate New..tg | Impart... | | Cancel
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...enter the information to be included in the new self-signed certificate, then click

'Generate’.

Genemte MNew Self-Signed Certificats

Please fill in the information to be included in the new
self-signed EAS certificate.

Full name of EAS: EAS

Certificate validity:

The following items are optional:

Two-etter country code:

Company name:

Organizational unit:

...and then click 'Close’.

g Current Certificate Info

Issued by: EAS
Issued for: EAS
Expires: 2{14/2014

[ certificate Detais...

Generate New...] [ Import. .. ] | Close L\‘g

Note:

If you already have a backup file with a valid certificate for avast! Enterprise Administration

Server, you can click 'Import’,

g Current Certificate Info

Issued by:
Issued For:
Expires:

Certificate Details...

& Mo valid certificate is entered.

[Generahehlew...] l I.mporti:g ’ Cancel
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..locate the file with certificate on your machine, and click 'Open’.

Organize Mew folder

¥ Favorites
B Desktop
@ Downloads

=] Recent Places

5 Libraries
¥ Documents

J’ Music
[E=] Pictures
B® videos

M Computer

B Network

" Libraries Documents
= 1| System Folder System Folder

b=

« B | Computer -h-‘. Metwork

. | System Folder | System Folder

EAS
Security Certificate
525 bytes

File name: EAS v | Certificates (*.cer™.crt;".pem;"p *

When the installation is successfully completed, click 'Finish' to close the avast! Enterprise
Administration Setup Wizard.

=
g
>
o
=

Setup finished

Installation is successfully completed

Thank you for your patience during the installation
We hope the product will serve you well

A shortcut will also be installed on your desktop which you can use in future to
launch the console. You can now use the Administration Console to remotely
w deploy avast on the other machines on your network, or to send an email to the
] other computer users with instructions for downloading and installing avast! on
AEA Console their machines. Alternatively, you can manually install avast! on each machine,
for example, by downloading the client installation file and copying it from a USB
to each computer — see the next section “Installing the Client Software on your

network”
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If you have installed the avast! Small Office Administration Console, or the avast Enterprise
Administration Console, you can use the console to deploy the client software remotely on all
the computers on your network. This is the usually the quickest and most convenient method
— if you are using the Small Office Administration console, please refer to the Quick Start
Guide, which describes the process for remotely deploying the managed clients. If you are
using the Enterprise Administration console, this is described in step 3 of the 5 point start-up
guide which appears when you launch the console.

Although the Endpoint Protection products are designed so that you can install and manage
avast remotely across your whole network, if you do not require the central management
features you may optionally install the avast! client software manually on your network
machines, without any central administration console.

Similarly, if you have installed either of the avast! Small Office Administration Console, or the
avast! Enterprise Administration Console, you may still install the clients manually on your
network machines if you do not wish to use the central deployment option.

The following steps are relevant only if you specifically want to install the client software
manually on your network machines and you do not want to use the remote installation
facility within the avast! Small Office Administration or the avast! Enterprise
Administration console.

To install the client software manually, you first need to download the client installation file.

If you have already purchased a license, you should have received an email from avast with
instructions for downloading the installation file. Click on the link to download the file and save it
onto your computer, or to any other portable medium such as a portable USB stick, which you can then use
to install the client on your network computers. You should also make sure your license file is saved to
the same location.

If you have not yet purchased a license and you want to use the product for a 30-day trial period
before you purchase, download the installation file from www.avast.com. After clicking the
“Download” button, you can choose whether to download only the client software, the client
software together with the Small Office Administration Console, or the client software with the
Enterprise Administration Console.
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Select the option to download the Client only:

Client only
e This will install the end-user product trial
* Can be connected to central administration console later

Download

Client + Small Office Administration

e Central management console trial

o Recommended for simple networks with up to 200 computers
e Easy-to-use, web-based user interface

Downioad

Client + Enterprise Administration
* Comprehensive management tool for advanced network setups
* Recommended for large or complex business networks

Download 1

When downloading the installation file, make sure to save the file in a location on your computer
where you will easily be able to locate it, or to any portable medium such as a portable USB stick
which you can then use to install the client on your network computers.

The following pages will describe how to install the client software.

When you are ready to install the client on any network computer, just locate and double
click the file to start the installation. You will then be guided through the rest of the
installation process to install the program. We recommend that you close any
other applications before installing the program and follow the onscreen
instructions. Note: your computer has to be connected to the internet during
installation process.
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When the installation starts, you will see the initial Welcome Screen:

&Msu ENDPOINT PROTECTION SUITE PLUS Setup

Welcome to avast! “=*"’

Thank you for choosing our product

By installing or using the product, you agree to its

Express Install

Install with default settings

In the top-right corner, you can select your preferred language for the installation.

You can then choose the type of installation. For most users, it is recommended to select
“Express Install”. However there is also a “"Custom Install” option for more advanced users,
which allows you to tailor the installation according to your specific requirements, for
example you can select exactly which components to install.

In the next step, you have the option to use the program in trial mode, or to insert a valid
license:

e If you wish to use the program in trial mode, you will need to be connected to the
internet as the trial license will be automatically downloaded during the installation.
You will then be able to familiarize yourself with the program for a trial period of 30
days, however you will need to insert a full valid license to continue using the program
after the 30 day trial period.

Muuusu ENDPOINT PROTECTION SUITE PLUS Setup

License

© Install in trial mode

is downloaded from the Internet.

@ Supply a license file

I

@ Supply an activation code
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e If you have already purchased a license and you have saved it on this computer or in
another location where it can be accessed, use the “"Browse” button to locate it. Click
on the file to select it and then click "Open” and your license file will be automatically
inserted. The program can now be used for the duration of the license.

Jfovnats ENDPOINT PROTECTION SUITE PLUS Setup

.

License

@ install in tnal mode

e If you purchased your avast antivirus with an activation code, you can enter it here to
activate your license.

Then click "Next” to continue.
On the next screen you can select whether you want to install the unmanaged client — where
you will not be using any central management console — or the managed client.

If you are installing the managed client, you should select here whether it will be connected
to the Small Office Administration Console, or to the Enterprise Administration Console:
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If you select one of the management consoles, you will need to enter a few additional details
to ensure the console is able to communicate fully with the installed client.

_Etuuusn ENDPOINT PROTECTION SUITE PLUS Setup

Miscellaneous settings

© Without managed client
® S0A

® EA client

Finally, before the program is installed, you will see a summary of the installation
information. To change anything, just use the “"Back” button, then click "Next” to proceed
with the installation.

_Etnul:mu ENDPOINT PROTECTION SUITE PLUS Setup

Installation information

+ avast! Firawall

+ Sandbox

+ SafeZone

= Antispam

» Browser protection

» File Shield

» Mail Shield

» Web Shield

« P2P Shield

+ I Shield

+ Network Shield
+ Script Shield

+ Behavior Shield

» English
Installed in: C:\Program Files\AVAST Software\Avast Business

Required disk space: 205,901 KB
Free space: 869,104 KB
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The installation may take a couple of minutes and during this time you will see the installation
progress:

‘@tnunsh ENDPOINT PROTECTION SUITE PLUS Setup

Installing, please wait. ..

VPS

Did you know that avast! has a free security app for Android?

@ Protection from apps infected with malware

Anti-theft feature to remotely control your phone if stolen

— Web shield for safe surfing
Download
(opens in new window}

In the last step, avast! will carry out a quick scan of the computer to check that there are no
pre-existing infections.

,@Msﬂ ENDPOINT PROTECTION SUITE PLUS Setup

Scanning your PC

avast! is now performing a quick scan of your system.
Please stand by..
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To complete the installtion, you just need to restart the computer.

,@(cwusu ENDPOINT PROTECTION SUITE PLUS Setup

Setup finished

Installation is successfully completed.
Thank you for your patience during the installation.
We hope the product will serve you well.

© Restart
@ Restart later

When the computer restarts, you should see the orange avast! icon on the

desktop and the orange avast! ball in the system tray (close to the clock). €V

Once you have installed the managed client on your network computers, they will be able to
communicate with the management console, whether it is already installed, or even if it is
installed later. For further information about managing the installed clients on your network,
please refer to the Small Office Administration Quick Start Guide, or the 5-point start-up
guide which appears when you launch the Enterprise Administration console.

38



avast! Endpoint Protection — Installation Guide

Thank you for choosing avast!

39



