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Introduction to avast! Endpoint Protect ion 

The avast! Endpoint Protection range comprises 4 products which enables you t o choose the 

one that best fits your requirements.  

 

 avast! Endpoint Protection  provides protection for all the computers on your 

network, with the exception of servers, based on the award-winning avast! Pro 

Antivirus. 

 

 avast! Endpoint Protection Suite  provides protection for all the computers on your 

network, including servers, based on the award-winning avast! Pro Antivirus and avast! 

Server Edition.  

 

 avast! Endpoint Protection Plus  provides the same protection as avast Endpoint 

Protection, but with the addition of an antispam filter and silent firewall.  

 

 avast! Endpoint Protection Suite Plus  provides all the same protection as Endpoint 

Protection Suite, with the addition of an antispam filter and silent firewall.  

 

All Endpoint Protection products have been specifically designed to make the administration of 

your computer network as simple as possible. As well as providing protection for all the 

computers on your network, the central Administration Consoles allow you to install avast! 

antivirus on all your computers remotely, to centrally manage updates and scheduled scans, to 

receive real-time security alerts and reports, and to receive automatic notifications whenever a 

new computer is connected to the network. You can choose the console most suitable for 

managing your network: 

 

The Small Office Administration Console  is a web-based management console designed 

primarily for small networks of up to 199 workstations. It’s a simple and easy to use program to 

help you both deploy and manage avast! antivirus on your network and so keep your network free 

of viruses and other malware. It does not require a server Operating System and, once installed, 

you can access it from any computer with an internet connection.  

 

 Web-based console displays all current issues and recommended solutions. 

 

 Suitable for managing networks of up to 199 PCs. 

 

 Easy to navigate interface offers user friendly access to all program functions.  

 

 Built for simplicity: does not require full network administrator skills to operate.  

 

 Remote installation and updates saves time and cost of traditional deployment on 

individual workstations. 

 

 Auto-discovery of new/unprotected computers whenever they are connected to the 

network. 
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 Ability to remotely schedule and run scanning jobs – jobs can be scheduled to run at night 

or whenever computers are not in use.  

 

 Real-time alerts are sent immediately to the console when any infection or suspicious 

activity is detected. 

 

 Comprehensive reporting allows you to define what is reported and how often.  

 

For larger networks of up to 1000 PCs, the Enterprise Administration Console  is a desktop 

application for system administrators, which provides more advanced management capability.  

 

The avast program which is deployed on your network computers is referred to througho ut the 

rest of this user guide as the “Managed client”. 
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Managed Cl ients – key features 

  

EP 

 

EPS 

 

EP+ 

 

EPS+ 

DESKTOP: 
    

Supports the 64-bit platforms of Windows Vista 

and Windows 7. 

 
    

Boot time scanner scans for infections before the 

operating system starts and before a virus can be 

activated. 

 

    

Multiple real-time shields continuously monitor 

your network for potential infections and 

suspicious activity. 

 

    

avast! Sandbox allows you to browse the web or 

run other applications in a safe “virtual” 

environment. 

 

    

avast! SafeZone – creates a new desktop in which 

applications can be run invisibly, ideal for online 

banking, shopping etc. 

 

    

avast! CommunityIQ –ensures the most up to 

date virus definitions based on the experience of 

the global avast! community. 

 

    

avast! WebRep – provides information on a 

website’s reliability based on feedback from the 

avast! Community. 

 

    

Wake-up/scheduled scanning  allows you to 

schedule scans to be run even when the computer 

is not in use. 

 

    

Intelligent Scanner uses a whitelist of safe 

applications to reduce the number of files that are 

scanned. 
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EP 

 

EPS 

 

EP+ 

 

EPS+ 

Silent/Gaming mode  automatically detects full-

screen applications and disables pop-ups without 

compromising security. 

 

    

Green computing: leaves a minimal 

environmental footprint due to its highly efficient 

use of resources. 

 

    

Antispam and phishing filter  to help manage 

unwanted emails. 

 

 

  

 

  

Silent firewall stops hackers using heuristic and 

behavioral analysis. 

 

 

  

 

  

 

SERVER: 

 

 

EP 

 

EPS 

 

EP+ 

 

EPS+ 

Integrated protection for both email and file 

server: includes support for clustering (even in 

active-active mode) and integrates perfectly with 

exchange via Microsoft’s own Virus Scanning 

APIs. 

 

    

SharePoint Server Plug-in: tightly integrates 

with SharePoint 2003/2007/2010 servers via 

Microsoft’s own AV interfaces. 

 

    

Low resource requirements:  light on system 

resources. 
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System Requirements 

The following system requirements are recommended in order to install and run avast! Endpoint 
Protection (Plus) or avast Endpoint Protection Suite (Plus): 
 

 

Managed client for workstations (Endpoint Protection/Suite): 
 

 Windows 2000 Professional Service Pack 4, Windows XP Service Pack 2 or higher (any edition, 32 
or 64 bit)/Windows Vista (any edition, 32 or 64 bit)/Windows 7 (32/64 bit) 

 256 MB RAM  

 300 MB free hard disk space 
  

Managed client for workstations (Endpoint Protection Plus/Suite Plus): 
 

 Windows XP Service Pack 2 or higher (any edition, 32 or 64 bit)/Windows Vista (any edition, 32 or 
64 bit)/Windows 7 (32/64 bit) 

 256 MB RAM  

 380 MB free hard disk space  
 

 

Managed client for servers (avast! Endpoint Protection Suite/Suite Plus only) 
 

 Windows Server 2003 (x32bit/64 bit), Windows Server 2008/R2 (any edition, excluding Core 
Installation), Windows SBS 2011 

 256 MB RAM (512MB if running Windows server 2008) 

 200 MB of free hard disk space 
 

 

Avast! Small Office Administration: 
 

 Microsoft Windows XP (any edition except Home Edition) with latest Service Pack 3, 32-bit only 
Windows Vista (any edition, excluding Starter Edition and Home Edition) with latest Service Pack, 
32-bit or 64-bit 
Windows 7 (any edition except Starter Edition and Home Edition) with latest Service Pack, 32-bit 
or 64-bit 
Windows Server 2003 (all editions with latest Service Pack), 32-bit or 64-bit 
Windows Server 2003 R2 (all editions with latest Service Pack), 32-bit or 64-bit 
Windows Server 2008 (all editions with latest Service Pack, excluding Server Core), 32-bit or 64-bit 
Windows SBS 2011. 
 

 1 GB RAM or above, depending on requirements of operating system and other 3
rd

 party software 
installed  

 A minimum of 900 MB free hard disk space for the initial installation 

 Internet connection (to download and register the product, for automatic updates of the Mirror)  

 Valid SMTP Server within reach of the server 

 Windows workgroup or active directory network 

 Internet connection with Silverlight 5 enabled browser e.g. Internet Explorer 7 or above. 
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Avast! Enterprise Administration: 
 

 Microsoft Windows XP (any edition except Home Edition) with latest Service Pack 3, 32-bit only 
Windows Vista (any edition, excluding Starter Edition and Home Edition) with latest Service Pack, 
32-bit or 64-bit 
Windows 7 (any edition except Starter Edition and Home Edition) with latest Service Pack, 32-bit 
or 64-bit 
Windows Server 2003 (all editions with latest Service Pack), 32-bit or 64-bit 
Windows Server 2003 R2 (all editions with latest Service Pack), 32-bit or 64-bit 
Windows Server 2008 (all editions with latest Service Pack, excluding Server Core), 32-bit or 64-bit 
Windows SBS 2011. 
 

 Full Microsoft SQL Server 2008 R2 or free Microsoft SQL Server 2008 R2 Express (supplied as an 
optionally installable component with avast! Enterprise Administration) 

 256 MB RAM (512 MB recommended), depending on requirements of operating system and other 
3

rd
 party software installed  

 900 MB free hard disk space 

 Internet connection (to download and register the product, for automatic updates of the Mirror)  

 Valid SMTP Server within reach of the server 

 Windows workgroup or active directory network 
 
 
 
 
Note: 
avast! Small Business Console and managed clients are not supported (cannot be installed and won't run) 
on DOS, Microsoft Windows 3.x, Microsoft Windows NT 3.x, Microsoft Windows NT 4.0, Microsoft 
Windows 95, Microsoft Windows 98, Microsoft Windows ME, or any other operating systems which aren't 
specified as supported. 
 
Other 3rd party prerequisites will be installed during the setup by the installer if they are not present. 
These are the Microsoft .NET Framework 4, Microsoft Silverlight 5 and other dependencies like 
Microsoft Windows Installer, etc. 
 
In all cases, it is recommended to have the latest Service Pack and a fully updated Operating System. 
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How to instal l avast! Endpoint Protect ion on your network 

 

The Endpoint Protection products are designed so that you can install and manage avast across 

your whole network from one central administration console. You can choose either the Small 

Office Administration Console – a web based administration console suitable for networks of up 

to 200 PCs, or the Enterprise Administration Console – a desktop application for system 

administrators for managing larger networks. However, if you do not require the central 

management features, you may choose not to install any central management console and 

instead install avast on your servers and/or workstations manually.  See the later section 

“Installing the Client Software on your Network”. 

 

If you have already purchased a license, you should have received an email from avast with 

instructions for downloading the installation file. Click on the link to download the file  and save it 

onto your computer, in a location where you will easily be able to locate it, for example on your Windows 

Desktop.  

 

If you have not yet purchased a license and you want to use the product for a 30 -day trial period 

before you purchase, download the installation file from www.avast.com. After clicking the 

“Download” button, you can choose whether to download only the client software, the client 

software together with the Small Office Administration Console, or the client software with the 

Enterprise Administration Console: 

 

 
 

When downloading the installation file, make sure to save the file in a location on your computer 

where you will easily be able to locate it.  

 

The following pages will describe how to install the avast! Small Office Administration Console 

and how to install the avast! Enterprise Administration Console.  

 

http://www.avast.com/


avast! Endpoint Protection – Installation Guide 

 

   

 
10 

Instal l ing the avast! Small Off ice Administrat ion Console 

 

The following steps describe how to install  the avast! Small Office Administration Console .  

Once the central management console is installed, you can then use it to remotely deploy avast 

on all your network machines.  

 

Once you have downloaded the installation file, locate it on your computer and double 
click it to start the installation. You will then be guided through the rest of the 
installation process to install the program on your computer.  We recommend that 
you close any other applications before installing the program and follow the 
onscreen instructions. Note: your computer has to be connected to the internet 
during the installation process. 

 

If you are prompted by a User Account Control dialog for permissions, click 'Yes' (or 'Continue' in 
Windows Vista) to begin the installation process. 

           

Before the installation starts you can select your preferred language:  

     

A quick check will now be done to identify whether there are any other requirements before the 

program can be installed. 
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If any requirements are identified, the following screen will then be displayed:  

  

  
  

Just click “Next” to proceed and you will then see a list of the pre -requisites which need to be 

satisfied before the program can be installed.  

 

 
   

You can change the selection using the checkboxes, but in most cases keeping the default 

selection should be adequate. Click 'Next' to start the download and installation of the selected 

components to your system. 
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You will then see the installation progress. Depending upon the speed of your machine and 

the Internet connection, it may take some time to complete the prerequisites installation . 

 

  
 

You may be asked to confirm the installation of the individual prerequisites , for example .NET 

Framework: 

 

 
 

And Silverlight: 
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If you are prompted to re-start your computer, click “Restart Now” to prevent the installation 

from being terminated unexpectedly.  

 

  
 

When the machine is restarted, the avast! Small Office Administration Setup Wizard  will start 

automatically: 

 

  
 

You now need to confirm that you have read and accept the terms of the license agreement by 

clicking the appropriate button and then click “Next” to proceed.  
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You will now be invited to insert a valid license file. Unless you want to use the program first in 

demo mode, it is recommended to provide a license file immediately.  

 

Alternatively, you can request a demo license, which will allow you to use the program in demo 

mode for 30 days. To request a demo license, you will need to be connected to the internet as the 

demo license will be automatically downloaded from the avast server during the installation.  

 

During the 30 day demo period you will need to purchase and insert a valid license file to continue 

to use the product, otherwise the avast! Small Office Administration Console will not be able to 

communicate with any connected machines and you will not be able to deploy the avast! Managed 

Client onto your network after the demo period expires.  

 

 
 

In order to insert a license now, the license must first have been saved on your computer. To 

locate your license on your computer, click the “Browse” button, then click “Open” and the 

path to our license will be inserted automatically.  

 

  
 

After the installation is completed, you can continue to use the product for 12, 24, or 36 months 

from the date of purchase, depending on the purchased license period.  
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You can now select the type of installation. The recommended installation type is 

“Recommended” unless you are an experienced system administrator and want to  e.g. specify a 

folder other than the default folder for storing the installation files  or use your own MS SQL 

Database.  

 

 
 

On the next screen, you should enter the details of your email settings. This is necessary if you 

want to be able to send emails from the Console for example if you want to use the option to 

deploy the avast client remotely by email, or if you want to receive system reports and messages.  

 

 
 

 Administrator‘s e-mail – the e-mail address of the network administrator or person 

responsible for managing the avast! Small Office Administration Console, e.g. 

administrator@example.com. 

 SMTP Server Address – the Host Name or IP address of your outgoing e-mail server e.g. 

smtp.example.com or 192.168.1.25. 

 SMTP Server Port – the Port number of your outgoing e-mail server. SMTP protocol uses 

TCP port number 25 by default. 

 From address – the e-mail address that will appear in e-mail notifications sent by the 

avast! Small Office Administration Console. 

 Use Authentication - if your outgoing e-mail server requires Username and Password 

authentication. 

 Use SSL - if your outgoing e-mail server requires an encrypted connection using SSL 

protocol (Secure Sockets Layer).  
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Finally, you will be asked for a password which you will need to enter later when logging on to the 

Administration Console, so make sure it is a password that you will be able to remember!  

 

 
 

You will now see a final screen before the installation begins. To review all the initial setup details 

and to check everything is correct, just click on Summary. You can use the “Back” button to go 

back and make any changes and when you are ready just click “Install”  
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After clicking “Install”. You will see the installation progress. Depending upon the speed of 

your machine and the Internet connection, it may take some time to  complete the 

installation. 

 

 
 

When the installation is complete, a new box will appear with a link, which you can click to open 

the Administration Console in your computer’s web browser. You can also choose whether you 

want to open it immediately in default web browser after exiting the setup wizard. Finally, click 

“Finish” to close the avast! Small Office Administration Setup Wizard.  

 

  
 

 

A shortcut will also be installed on your desktop which you can use in future to 

launch the console on the same computer. You can now use the Administration 

Console to remotely deploy avast on the other machines on your network, or to 

send an email to the other computer users with instructions for downloading and 

installing avast! on their machines. Alternatively, you can manually install avast! 

on each machine, for example, by downloading the client installation file and 

copying it from a USB to each computer – see the later section “Installing the 

Client Software on your network”.  
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Licensing 

During the installation process, you were able to insert a valid license, or you could choose to use 

the Administration Console in trial mode for up to 30 days, during which time you can familiarize 

yourself with the basic functions. 

 

To manually insert a license after the program is installed, click on the “Administration” tab in the 

Console and then “Subscription”. Under “Subscription information” you will see a summary of 

your current subscription status. Next click on “Insert license file” and then locate the license file 

on your computer. Click on it to select it and then click “Open” and your license file will be 

automatically inserted. You can now continue to use the program for the duration of your license.  

 

 
 

If you have not yet purchased a license file, click on “Pur chase now” which will open the avast 

website where you can select the type of license you wish to purchase.  
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Instal l ing the avast! Enterprise Administrat ion Console 

 

The following steps describe how to install the avast! Enterprise Administration Console . Once 

the central management console is installed, you can then use it to remotely deploy avast on all 

your network machines. 

 

Once you have downloaded the installation file, locate it on your computer and double 
click it to start the installation. You will then be guided through the rest of the 
installation process to install the program on your computer.  We recommend that 
you close any other applications before installing the program and follow the 
onscreen instructions. Note: your computer has to be conn ected to the internet 
during the installation process. 

 

If you are prompted by a User Account Control dialog for permissions, click 'Yes' (or 'Continue' in 
Windows Vista) to begin the installation process. 

         

When the installation starts you can select your preferred language: 
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On the welcome screen click 'Next' to continue. 

 

 
 

After reading the introduction on the Read me screen, click 'Next' again. 

 

 
 

https://support.avast.com/img/other-06-en_ep-ea_install_welcome695f4676fd309b99407be967883af5ac96f7087fcebeaf41f2ebc90ac97a5742bd25e8ebd07178759794f35a49fff6b4f1b007718598a804.png
https://support.avast.com/img/other-06-en_ep-ea_install_welcome695f4676fd309b99407be967883af5ac96f7087fcebeaf41f2ebc90ac97a5742bd25e8ebd07178759794f35a49fff6b4f1b007718598a804.png
https://support.avast.com/img/other-07-en_ep-ea_install_readme0419530d7e6a33c0fdb5e3ac42eb507c6c4fc1ce5418272d9cdd818ab2ab5c34d54264aa71508c26d494f49736241136e5501b98df148b62.png
https://support.avast.com/img/other-07-en_ep-ea_install_readme0419530d7e6a33c0fdb5e3ac42eb507c6c4fc1ce5418272d9cdd818ab2ab5c34d54264aa71508c26d494f49736241136e5501b98df148b62.png
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You now need to confirm that you have read and accept the terms of the License Agreement 

by selecting the option 'I agree'. Then click 'Next' to proceed. 

 

 
 

On the following screen you can change the default Destination directory by entering the full 

path where you want to install avast! Enterprise Administration, or you can click on the 

button marked '...' on the right, and browse your computer to locate the installation folder. 

When the path is specified, or if you want to keep the default  path, click 'Next'.  

 

 
 

../../../../robinson/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/KO2ASX88/support.avast.com/img/other-08-en_ep-ea_install_agreemente9360449f1b96967b0d3c37eb805ba68fdf9a0c7eb143c24e9479112dedbcf99e46f8b0840f9fe80ca97fda1b4f90e77f664f1800e043a56.png
../../../../robinson/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/KO2ASX88/support.avast.com/img/other-08-en_ep-ea_install_agreemente9360449f1b96967b0d3c37eb805ba68fdf9a0c7eb143c24e9479112dedbcf99e46f8b0840f9fe80ca97fda1b4f90e77f664f1800e043a56.png
https://support.avast.com/img/other-09-en_ep-ea_install_destination203eb9302b697cc01f2defb0f04bfe8707c810dc07f141941dbbdef1b544cc4fce1ef8cbb3621e91389ef0fe0836edd12195611915cee3f6.png
https://support.avast.com/img/other-09-en_ep-ea_install_destination203eb9302b697cc01f2defb0f04bfe8707c810dc07f141941dbbdef1b544cc4fce1ef8cbb3621e91389ef0fe0836edd12195611915cee3f6.png
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Besides the 'Typical' and 'Minimum' installations with predefined Configurations, on the next 

screen you can also select 'Custom'. This allows you to add or remove individual program 

components and features in a checkbox list. Then click 'Next' to continue. 

  

 
 

On the next screen, you can insert your license. Note that your license file must first have 

been saved to a location on your computer. Depending on the license you have, select one of 

these two options: 

 

Load license file - If you have already purchased a license for e.g. avast! Endpoint Protection 

and you know where it is saved, you can enter its location in the box shown at the bottom of 

the License Manager screen.  

 

 
 

https://support.avast.com/img/other-09-en_ep-ea_install_configuration7b78c0ecbe047a684bc819f4789771555fba10b1fd8b5e8a2c73d0be9576a68d368d749d204c466e27c04b48f34fb26feb19a8f7c8aac8dd.png
https://support.avast.com/img/other-09-en_ep-ea_install_configuration7b78c0ecbe047a684bc819f4789771555fba10b1fd8b5e8a2c73d0be9576a68d368d749d204c466e27c04b48f34fb26feb19a8f7c8aac8dd.png
https://support.avast.com/img/other-12-en_ep-ea_loadlicenseaf4976e05cface5cf967e564a3209f48183436cdaaaa0da754223b4f16ccc32b889709ac0029723da11a640ffd2eec846a9a2cca6285831b.png
https://support.avast.com/img/other-12-en_ep-ea_loadlicenseaf4976e05cface5cf967e564a3209f48183436cdaaaa0da754223b4f16ccc32b889709ac0029723da11a640ffd2eec846a9a2cca6285831b.png
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...or you can click button marked '...' on the right, and browse your computer to locate it.  

 

 
 

Then click “Load” to insert the license file.  

 

After the installation is completed, you can continue to use the product for 12, 24, or 36 

months from the date of purchase, depending on the purchased license period.  

 

 

Alternatively, you can click the 'Demo' button to download a time-limited demo license (this 

requires an Internet connection): 

 

 
 

Then click “OK” to apply the Demo license. 

 

During the 30 day demo period you need to purchase and insert a valid license file to continue 

to use the product, otherwise the avast! Enterprise Administration Console will not be able to 

communicate with any connected machines and you will not be able to deploy the avast! 

Managed Client onto your network after the demo period expires.   

 

https://support.avast.com/img/other-13-en_ep-ea_install_openlicenseec465319f5cfdb51906da3967c380259d7306dfa638ac0daa1dfe81977a0e029ec7d34d4ea4d59adc67a0cedf8b588a7debe2d9b6bb43cef.png
https://support.avast.com/img/other-13-en_ep-ea_install_openlicenseec465319f5cfdb51906da3967c380259d7306dfa638ac0daa1dfe81977a0e029ec7d34d4ea4d59adc67a0cedf8b588a7debe2d9b6bb43cef.png
https://support.avast.com/img/other-14-en_ep-ea_demo47307600df919e4d014abbd062c4b8612173601ff05ba8f109321f36b8f0fe2a728a1469fa27bfe9785bcd1e573096bf407a3567e258b64a.png
https://support.avast.com/img/other-14-en_ep-ea_demo47307600df919e4d014abbd062c4b8612173601ff05ba8f109321f36b8f0fe2a728a1469fa27bfe9785bcd1e573096bf407a3567e258b64a.png


avast! Endpoint Protection – Installation Guide 

 

   

 
24 

On the next screen you can adjust the Mirror settings. The Mirror is used to automatically 

distribute updates to all avast! Managed Clients on your network to ensure they are always 

completely up to date. The advantage of using the Mirror to distribute updates in this way is 

that the updates need to be downloaded only once from the AVAST update server, thus 

saving you bandwidth. Here you can specify whether this mirroring server will 'Download 

mirror files from the Internet' (i.e. directly from the AVAST update server)…  

 

 
 

...or whether it will 'Download mirror files from another mirror ' in the case that you already 

have another mirroring server established. You will then need to specify its Address (e.g. 

mirror.example.com or 192.168.1.100) and Port number (16135 by default).  

 

 
 

If you clear the checkbox 'Generate mirror during installation ', the Mirror will be 

downloaded and created in the background automatically after avast! Enterprise 

Administration is first started, or you can do it manually using the mirror.exe utility included 

within the installation folder. When it's done, click 'Next' to continue. 

 

https://support.avast.com/img/other-16-en_ep-ea_mirror_dl-net237dec24fb9f3c431f5a8970a17ed5b5ed17f1f9013b1524fc3434526212bd193ddad6f96825348ca1b653894b2ce051aec948cf1ec9f8f2.png
https://support.avast.com/img/other-16-en_ep-ea_mirror_dl-net237dec24fb9f3c431f5a8970a17ed5b5ed17f1f9013b1524fc3434526212bd193ddad6f96825348ca1b653894b2ce051aec948cf1ec9f8f2.png
https://support.avast.com/img/other-17-en_ep-ea_mirror_dl-existingmirror2baa41c64736a7e2047e358f9531a66853ee3f1cd37ff04365d6f426a423df371c0e25cbf2c5d40534a0d222ef972a2dc582828a10349bf9.png
https://support.avast.com/img/other-17-en_ep-ea_mirror_dl-existingmirror2baa41c64736a7e2047e358f9531a66853ee3f1cd37ff04365d6f426a423df371c0e25cbf2c5d40534a0d222ef972a2dc582828a10349bf9.png
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Note: 

If you download the Mirror manually, you need to keep it updated using a different 

connection than that specified in your Internet Explorer settings. Click the 'Proxy settings' 

button, and then you can switch from the default option 'Auto detect (use Internet Explorer 

settings)' to 'Direct connection (no proxy) ',  

 

 
 

...or click 'Specify proxy server' and enter all the necessary details used to connect your 

machine to the Internet, i.e.:  

 

o Type - HTTP or SOCKS v4 protocol. 

o Address - IP address or Host Name of your Proxy Server, e.g. 192.168.1.10 or 

proxy.example.com. 

o Port - Port number of your server, e.g. 3128. 

o Authentication - 'Basic Authentication (Plaintext) ' or 'Windows integrated 

authentication (NTLM)' if you have an HTTP Proxy Server which requires 

Username and Password. 

 

 
 

https://support.avast.com/img/other-18-en_ep-ea_proxy_directconnectiondf961c9fe1be2cebb2fbb810d5758b301e93a140cd30a637e917f75f40c7da8cb644ce9fb1899017b4f4e10fc47227df0a987747a47b44bd.png
https://support.avast.com/img/other-18-en_ep-ea_proxy_directconnectiondf961c9fe1be2cebb2fbb810d5758b301e93a140cd30a637e917f75f40c7da8cb644ce9fb1899017b4f4e10fc47227df0a987747a47b44bd.png
https://support.avast.com/img/other-19-en_ep-ea_proxy_http9e9f0590768bca993fe1ba34fe6ff3437739ff86dbf0480281a17a2eb872d1e1e93126e85d47b8928f3d43b3adcf1678c59f9b4e714ae368.png
https://support.avast.com/img/other-19-en_ep-ea_proxy_http9e9f0590768bca993fe1ba34fe6ff3437739ff86dbf0480281a17a2eb872d1e1e93126e85d47b8928f3d43b3adcf1678c59f9b4e714ae368.png
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When it's done, click 'Test connection' to verify your settings, 

 

 
 

...and then click 'OK' twice to confirm the test and apply your changes.  

 

On the next screen you can select your preferred database server that will serve as data 

storage for all the policies, security settings and client information:  

 

 
 

Use SQL Express (installs on the local computer with instance name 'avast')  - if you want 

to install locally Microsoft SQL Server 2008 R2 Express  supplied with avast! Enterprise 

Administration. Once you have selected this option, you must also choose whether you want 

to: 

 Generate a random strong "sa" account password  - if you don't need 

to know the password and prefer a random and highly secure SA 

account in supplied Microsoft SQL Server 2008 R2 Express, or 

 Specify a custom "sa" account password - if you prefer to use your 

custom password for the SA account in the supplied Microsoft SQL 

Server 2008 R2 Express. 

 

https://support.avast.com/img/other-20-en_ep-ea_proxy_testconnectionec18a0519c3b8f83d9fafd09c3ca0bbb68c33b0f762733ed8f60438f97b1f71809f2b5f6f08a5f0bcb7e4eb078c8f929da6523612dc41db6.png
https://support.avast.com/img/other-20-en_ep-ea_proxy_testconnectionec18a0519c3b8f83d9fafd09c3ca0bbb68c33b0f762733ed8f60438f97b1f71809f2b5f6f08a5f0bcb7e4eb078c8f929da6523612dc41db6.png
https://support.avast.com/img/other-21-en_ep-ea_sqlinstalled_custompswd96f6ad10998c3dec3324fe928f6359c7de897796b49817cec2a6a676cef10fcdd41b33c8621495d1e0b512e84f4b8313bc4ffc706e39680.png
https://support.avast.com/img/other-21-en_ep-ea_sqlinstalled_custompswd96f6ad10998c3dec3324fe928f6359c7de897796b49817cec2a6a676cef10fcdd41b33c8621495d1e0b512e84f4b8313bc4ffc706e39680.png
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Use full MS SQL Server - if you want to use Microsoft SQL Server 2008 R2 which is already 

running on your computer or on a remote machine. 

 

 
 

If you select this option, you will also need to specify the following details:  

 

 Server name - type the Host Name of your SQL Server, if you are not using the  default 

instance, followed by a backslash and the SQL Server Instance Name, i.e.: 

 

o HOSTNAME - if your SQL Server is running on a remote machine, or the same 

machine as avast! Enterprise Administration, and the default SQL Server 

Instance Name is used (i.e. MSSQLSERVER). 

 

o (local) - as an alternative if your SQL Server is running locally on the same 

machine as the avast! Enterprise Administration, and the default SQL Server 

Instance Name is used (i.e. MSSQLSERVER). 

 

o HOSTNAME\INSTANCENAME - if your SQL Server is running on a remote 

machine, or the same machine as avast! Enterprise Administration, and any 

other than the default SQL Server Instance Name is used (i.e. anything except 

MSSQLSERVER). 

 

o (local)\INSTANCENAME - as an alternative if your SQL Server is running on the 

same machine as avast! Enterprise Administration, and any other than the 

default SQL Server Instance Name is used (i.e. anything except MSSQLSERVER). 

https://support.avast.com/img/other-21-en_ep-ea_sqlexisting0a798e8e01344300880e56203d9e8eff20f841b7cc959c1664f3e6fba361f82e5bd948da8aa9b6ab02d5f2b55894abe5a3177e8f0a3ae553.png
https://support.avast.com/img/other-21-en_ep-ea_sqlexisting0a798e8e01344300880e56203d9e8eff20f841b7cc959c1664f3e6fba361f82e5bd948da8aa9b6ab02d5f2b55894abe5a3177e8f0a3ae553.png
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 Account - enter your SQL server account with unrestricted access to the database engine 

("sa" account is predefined by default).  

 

 Password - enter your password to the SQL server account specified above. 

 

 Create avast! database - clear the checkbox only if you are connecting an existing 

database in SQL Server used by a previous instance of avast! Enterprise Administration  

of exactly the same version, and you want to keep all the data storage for all the policies, 

security settings and client information.  

 

Click 'Next' to continue. 

 

 

On the Installation information  screen you can check your setup configuration before 

proceeding with the installation. If you missed something, just use the ' Back' button to go 

back and change the configuration. When you have finished the configuration click ' Next'.  

 

 
 

The Setup Wizard will then display the installation progress: 

 

 

https://support.avast.com/img/other-23-en_ep-ea_install_information10511e8733f9eaf574dc25a4f7dfb45f79734bf11906af62ffd9cfc3f442202ddb375806d6cea8941619bf1316f5d9782852c3c9c219f4da.png
https://support.avast.com/img/other-23-en_ep-ea_install_information10511e8733f9eaf574dc25a4f7dfb45f79734bf11906af62ffd9cfc3f442202ddb375806d6cea8941619bf1316f5d9782852c3c9c219f4da.png
https://support.avast.com/img/other-23-en_ep-ea_install_progresb98413f7eb6c2d57b89564c46865ff71cf90bdb09209051d386357274bbca0166cfe3ac6f98108adb3297515bdf8faf515f437f528f2d319.png
https://support.avast.com/img/other-23-en_ep-ea_install_progresb98413f7eb6c2d57b89564c46865ff71cf90bdb09209051d386357274bbca0166cfe3ac6f98108adb3297515bdf8faf515f437f528f2d319.png
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...and also the Mirror Creation status if you selected to generate the Mirror during the 

installation. Depending upon the speed of your machine, it may take a few minutes to 

complete.  

 
 

Afterwards you will be asked for the current certificate information for avast! Enterprise 

Administration Server. Click 'Generate New...',  

 

 

https://support.avast.com/img/other-24-en_ep-ea_mirror_creations6800f4de45b0746abe4d3f8c57b9b23a11523d02499d92dbf7d699ab1faf0f5003482cc3926babb0604dacf1ab26b27563930a537c45d16d.png
https://support.avast.com/img/other-24-en_ep-ea_mirror_creations6800f4de45b0746abe4d3f8c57b9b23a11523d02499d92dbf7d699ab1faf0f5003482cc3926babb0604dacf1ab26b27563930a537c45d16d.png
https://support.avast.com/img/other-26-en_ep-ea_certificate_generate13dada3c3be2e21df1f7ae2680f575e88ac088a32fe1811bd60ccb48b58f6a5785e0581d4966ce726e67327bcd12fa2bc1dbf225b18858ff6.png
https://support.avast.com/img/other-26-en_ep-ea_certificate_generate13dada3c3be2e21df1f7ae2680f575e88ac088a32fe1811bd60ccb48b58f6a5785e0581d4966ce726e67327bcd12fa2bc1dbf225b18858ff6.png
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...enter the information to be included in the new self-signed certificate, then click 

'Generate'.  

 
 

...and then click 'Close'.  

 
Note: 

If you already have a backup file with a valid certificate for avast! Enterprise Administration 

Server, you can click 'Import',  

 

 

https://support.avast.com/img/other-28-en_ep-ea_certificate_close36714609cebd8552e17984fa43cccc384bd6c1d0784182fc600b6bffbcb668b740e3540b1386e8ee3c883de25a69dfced53d9c724ecc33c0.png
https://support.avast.com/img/other-28-en_ep-ea_certificate_close36714609cebd8552e17984fa43cccc384bd6c1d0784182fc600b6bffbcb668b740e3540b1386e8ee3c883de25a69dfced53d9c724ecc33c0.png
https://support.avast.com/img/other-28-en_ep-ea_certificate_close3dada3c3be2e21df1f7ae2680f575e88ac088a32fe1811bd60ccb48b58f6a5785e0581d46d81d6aa42fcac5aafc9969dcf73b144a2a1cfcd.png
https://support.avast.com/img/other-28-en_ep-ea_certificate_close3dada3c3be2e21df1f7ae2680f575e88ac088a32fe1811bd60ccb48b58f6a5785e0581d46d81d6aa42fcac5aafc9969dcf73b144a2a1cfcd.png
https://support.avast.com/img/other-29-en_ep-ea_certificate_import1283e8824f84ee6c45117e7f37a6257d6f24880af9c0b98b978bffe95d4e270f0b0218ec6e18eb01710a823b0ec14fb11dfb6c1cc4f198df1.png
https://support.avast.com/img/other-29-en_ep-ea_certificate_import1283e8824f84ee6c45117e7f37a6257d6f24880af9c0b98b978bffe95d4e270f0b0218ec6e18eb01710a823b0ec14fb11dfb6c1cc4f198df1.png
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...locate the file with certificate on your machine, and click 'Open'. 

  

 
 

When the installation is successfully completed, click 'Finish' to close the avast! Enterprise 

Administration Setup Wizard.  

 
 

 

 

 

A shortcut will also be installed on your desktop which you can use in future to 

launch the console. You can now use the Administration Console to remotely 

deploy avast on the other machines on your network, or to send an email to the 

other computer users with instructions for downloading and installing avast! on 

their machines. Alternatively, you can manually install avast! on each machine, 

for example, by downloading the client installation file and copying it from a USB 

to each computer – see the next section “Installing the Client Software on your 

network” 

 

https://support.avast.com/img/other-13-en_ep-ea_install_openlicense330817e3b126080ca0b87e75d215d8caf2ace34994ec3c4802a76807e186adf8d007322475ca2a09ac7ff463ad1396b3784eeb507d24e224.png
https://support.avast.com/img/other-13-en_ep-ea_install_openlicense330817e3b126080ca0b87e75d215d8caf2ace34994ec3c4802a76807e186adf8d007322475ca2a09ac7ff463ad1396b3784eeb507d24e224.png
https://support.avast.com/img/other-31-en_ep-ea_install_finish57473aa5db350aba547abbfd39969109284ef49d7dc354a42ac3765497490fdf14b1b5e24f0f4765b42b55eb86c44956ccdb442dcc98f4fd.png
https://support.avast.com/img/other-31-en_ep-ea_install_finish57473aa5db350aba547abbfd39969109284ef49d7dc354a42ac3765497490fdf14b1b5e24f0f4765b42b55eb86c44956ccdb442dcc98f4fd.png
https://support.avast.com/img/other-ep_ea_shortcutd879da5a92c5d4f2d48d3f1469c982c6e18da34502bab15161ad2fdef306a9e1f9af2f598c368563a7d6c11746d554853ba61904b167b875.gif
https://support.avast.com/img/other-ep_ea_shortcutd879da5a92c5d4f2d48d3f1469c982c6e18da34502bab15161ad2fdef306a9e1f9af2f598c368563a7d6c11746d554853ba61904b167b875.gif
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Instal l ing the Cl ient Software on your network 
 

If you have installed the avast! Small Office Administration Console, or the avast Enterprise 

Administration Console, you can use the console to deploy the client software remotely on all 

the computers on your network. This is the usually the quickest and most convenient method 

– if you are using the Small Office Administration console, please refer to the Quick Start 

Guide, which describes the process for remotely deploying the managed clients. If you are 

using the Enterprise Administration console, this is described in step 3 of the 5 point start -up 

guide which appears when you launch the console.  

 

Although the Endpoint Protection products are designed so that you can install and manage 

avast remotely across your whole network, if you do not require the central management 

features you may optionally install the avast! client software manually on your network 

machines, without any central administration console. 

 

Similarly, if you have installed either of the avast! Small Office Administration Co nsole, or the 

avast! Enterprise Administration Console, you may still install the clients manually on your 

network machines if you do not wish to use the central deployment option.  

 

The following steps are relevant only if you specifically want to install the client software 

manually on your network machines and you do not want to use the remote installation 

facility within the avast! Small Office Administration or the avast! Enterprise 

Administration console. 

 

To install the client software manually, you first need to download the client installation file.  

 

If you have already purchased a license, you should have received an email from avast with 

instructions for downloading the installation file. Click on the link to download the file  and save it 

onto your computer, or to any other portable medium such as a portable USB stick, which you can then use 

to install the client on your network computers. You should also make sure your license file is saved to 

the same location. 

 

If you have not yet purchased a license and you want to use the product for a 30-day trial period 

before you purchase, download the installation file from www.avast.com. After clicking the 

“Download” button, you can choose whether to download only the cl ient software, the client 

software together with the Small Office Administration Console, or the client software with the 

Enterprise Administration Console. 

http://www.avast.com/
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Select the option to download the Client only:  

 

 
 

When downloading the installation file, make sure to save the file in a location on your computer 

where you will easily be able to locate it , or to any portable medium such as a portable USB stick 

which you can then use to install the client on your network computers. 

 

The following pages will describe how to install the client software.  

 

When you are ready to install the client on any network computer, just locate and double 
click the file to start the installation. You will then be guided through the rest of the 
installation process to install the program. We recommend that you close any 
other applications before installing the program and follow the onscreen 
instructions. Note: your computer has to be connected to the internet  during 
installation process. 
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When the installation starts, you will see the initial Welcome Screen:  

 

 
 

In the top-right corner, you can select your preferred language for the installation.  

 

You can then choose the type of installation. For most users, it is recommended to select 

“Express Install”. However there is also a “Custom Install” option for more advanced users, 

which allows you to tailor the installation according to your specific requirements, for 

example you can select exactly which components to install. 

 

In the next step, you have the option to use the program in trial mode, or to insert a valid 

license: 

 

 If you wish to use the program in trial mode, you will need to be connected to the 

internet as the trial license will be automatically  downloaded during the installation. 

You will then be able to familiarize yourself with the program for a trial period of 30 

days, however you will need to insert a full valid license to continue using the progr am 

after the 30 day trial period. 
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 If you have already purchased a license and you have saved it on this computer or in 

another location where it can be accessed, use the “Browse” button to locate it. Click 

on the file to select it and then click “Open” and your license file will be automatically  

inserted. The program can now be used for the duration of the license. 

 

 
 

 If you purchased your avast antivirus with an activation code, you can enter it here to 

activate your license. 

 

Then click “Next” to continue.  

 

 

On the next screen you can select whether you want to install the unmanaged client – where 

you will not be using any central management console – or the managed client. 

 

If you are installing the managed client, you should select here whether it will be connected  

to the Small Office Administration Console, or to the Enterprise Administration Console:  
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If you select one of the management consoles, you will need to enter a few additional details 

to ensure the console is able to communicate fully with the installed  client. 

 

 
 

Finally, before the program is installed, you will see a summary of the installation 

information. To change anything, just use the “Back” button, then click “Next” to proceed 

with the installation. 
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The installation may take a couple of minutes and during this time you will see the installation 

progress: 

 

 
 

In the last step, avast! will carry out a quick scan of the computer to check that there are no 

pre-existing infections. 
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To complete the installtion, you just need to restart the computer. 

 

 
 

 

 

  

 

When the computer restarts, you should see the orange avast! icon on the 

desktop and the orange avast! ball in the system tray (close to the clock).   

 

 

Once you have installed the managed client on your network computers, they will b e able to 

communicate with the management console, whether it is already installed, or even if it is 

installed later. For further information about managing the installed clients on your network , 

please refer to the Small Office Administration Quick Start Guide, or the 5-point start-up 

guide which appears when you launch the Enterprise Administration console.  

 



avast! Endpoint Protection – Installation Guide 

   

 
39 

 

 

 

 

Thank you for choosing avast! 

 

 

         


