Endpoint Protection Suite

Avast Endpoint Protection Suite ob6ecneunBaeT 33Ty KaK AN MaNnbIX CETEN, TaK 1 ANA KOPNOPaTUBHbLIX CeTelr KoMnaHun. Hawe
Harpa)k4eHHOe HarpaaamMm aHTUBUPYCHOE N aHTULLMNMOHCKOE A4p0 0becneynsaeT 3almMTy Ana pabounx CTaHUmMin, B TO BpEMS Kak
Avast File Server Security obecneunBaeT 3aLLMTy BalUMM cepBepam. Mbl pekomMeHayem ans npocTbix ceTen koHconb Small Office
Administration v ons NpoABMHY TbIX NMONb30BaTENEN C KOMMNEKCHOM CeTbHO KOHCoNb Enterprise Administration. Hawa Bepcust “Plus”
Takxxe BKNoYaeT AHTUCNaM, 6paHamayap ,6e3 ysegomneHuin” u Avast Email Server Security.
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Avast Endpoint Protection

Avast Endpoint Protection Plus
Avast Endpoint Protection Suite
Avast Endpoint Protection Suite Plus
Avast File Server Security

Avast Email Server Security

Kntouesbie ¢pyHKkumu - Avast Endpoint Protection Suite

Hosutka! NMONb30BATENbCKUNA UHTEP®ENC

MHTEDCDEVIC Avast n3MeHeH B COOTBETCTBUN C COBpeMEeHHbIMU CTUNAMU HaBUTaLLUW.

Hosuuka! YOANEHHAA NOMOLLb

PYHKUMA yO3NEHHON NOMOLLM NO3BONAET NONb30BaTeNAM Avast NOAKNHYUTECA
M noaenuTbCcAa pabounm CTONOM APYr C APYroM. 3TO MOXET 6blTb NONe3HO

KaK 4NA TeXHUYEeCKOW NoAAePXKKM TaK U B 06LLUX 8AMUHUCTPATUBHbIX LLensax.

HosuHka! COBMECTUM C WINDOWS 10
Avast NONHOCTbH CoBMeCTUM C HoBenwel sepcuein OC Windows.

Yny4wero! AHTUBUPYCHOE U AHTULLNUOHCKOE AA4PO

Haw oTmMeYeHHbI HarpaaaMu Moaynb CKAHMPOBAHMA 33LLMLLAET OT BUPYCOB,
LUIMWOHCKUX MPOTrPaMM U APYrX BPEAOHOCHbLIX areHTOoB. Tenepb OH UMeeT
HOBbIV aNIFOPUTM H38 OCHOBE UCKYCCTBEHHOMO MHTENNEKTa, KOTOPbI N03BONAET
06pabaThiBaTb AaHHbIE HOBbIX BUPYCOB 3@ MUNMUCEKYHbI.

Ynyuwena! MOTOKOBASA NEPEOAUYA OEHOB/MEHUI BUPYCHOW BA3bI B
PE>XUME PEANbHOIO BPEMEHU

Bce curHaTypbl BUPYCOB OTNPaBNATCA BaM B PeXXMMe peanbHOro BpeMeHU
yepes «obnako» BupycHoi nabopatopun AVAST, Tak 4To Bam 6onblie He
Ha[40 XA3Tb TPaAMLMOHHOIO 06HOBNEeHMA 6a3bl AaHHbIX. Balwa 6333 AaHHbIX
NOCTOAHHO NOMONHAETCA HOBENWUMY ONpeaeneHnsaMu.

Ynyuwena! CACTEMA ONPELAENEHUA PENYTALUN ®ANNOB

Tenepb, 6naronapa 6onee yem munnuapay dannos B Hawem obnake, Avast
FileRep no3BonaeT y3HaTb 0 H3AEXHOCTW (Daitna eLLe 40 TOro, Kak Bbl €ro
oTkpoeTe. OHa onpenenseTcs C y4eTOM KONUYeCTBa NOAEN, Y KOTOPbIX UMeeTcsA
TaKoW >e aiin, n cCTeneHy ero HOBMU3HbI. ITa TEXHONOMMA TaKXKe UCMNONb3yeTcA
BO BHYTPEHHMX NPOLLEeCcCcax, NoMoraa MoLynto CKaHMPOBaHMUA NpUHMMaTh Bonee
B3BELUEHHbIE peLUueHns.

Yny4ywen! JKPAH MOBEOEHUA
Haw 3kpaH noBeneHUA onpeaenseT - C NOBbILWEHHOM TOYHOCTbHO, - Kakue
13 33MYyLLEHHbIX MPOLLECCOB AEMOHCTPUPYHOT HEOBblYHOE NoBeAeHMe.
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CUCTEMHbIE TPEBOBAHNA:

PABOYUE CTAHLUUN
Windows XP, Vista, 7, 8, 8.1, 10
32/64-pa3papHas)

256 M6 onepaTuBHOM NaMATH
500 M6 Ha »KecTkoMm gucke

CEPBEP

Windows 2012/2008/R2, 2003 cepBep
Windows SBS 2011

256 M6/512 M6 onepaTuBHOM NaMATH
500 M6 Ha ecTkom gucke

SMALL OFFICE ADMINISTRATION
Internet Explorer 6 n Bbiwe
Bpaysep c nogaepxkoit Silverlight
MonkntoyeHue K UHTepHeTy

ENTERPRISE ADMINISTRATION
CEPBEP KOHCO/MA

Windows XP, Vista, 7, 8, 8.1, 10
(32/64-pa3psgHas)

Windows 2003/2008/2011/2012/R2
(32/64-pa3pspaHas) SQL 2008R2

1 G6 onepaTMBHOW NaMATH

900MB M6 Ha ecTkom aucke
KOHCOMNb AOMWHNCTPUPOBAHNA
Windows XP, Vista, 7, 8, 8.1, 10
(32/64-pa3pspnHasn)

Windows 2003/2008/2011/2012/R2
(32/64 -pazpsnHas)

128 M6 onepaTuBHOM NamMATU

250 M6 Ha XecTKoM aucke

Internet Explorer 6 v Bbile



yny4weHa! MECOYHULLA AVAST SANDBOX

ObecneuynBaeT 4ONONHUTENbHbIA YPOBEHb 3aLLMThl AN paboThl
Bawero MK v ero NpunoXeHuit B BUPTYyanbHON cpeae, Ha KOTOPYHO
6ynyT HaueneHbl aTaku (BMecTo peansHoro MK)

WHTEFPUPOBAHHAA 3ALLUTA ®ANNOBOIO CEPBEPA

MolHble cpeacTBa NpoOBepKMW, MPeBOCX0AHaA MaCcWTabupyeMocTb 1
NoAAEePXKKa KNaCcTeEPU3aLLMU (B3XKe B PEXUME KBKTUBHbBIN-3KTUBHBINY);
npeKkpacHasa nHTerpaunsa ¢ MS SharePoint nocpeacTBOM COBCTBEHHbLIX
API Microsoft ons noncka Bupycos.

NnoaKNHYAEMbIM MOAYNb CEPBEPA SHAREPOINT
TecHasn uHTerpauus c cepsepamu SharePoint 2003/2007/2010/2013
nocpencTBOM COBCTBEHHbBIX 8HTUBUPYCHbIX MHTEepdencos Microsoft.

HWU3KOE NOTPEBNEHUME PECYPCOB
He neperpyxaeT CUCTEMHbIE PECYPChI.

BEB-KOHCO/Mb
Yno6Hast UHCTPYMEHTaNbHasi MaHenb C NepeyYncneHmemM BCex TeKywmx
c60€eB ¥ PEKOMEHAYEMbIX PELIEHUII MO UX YCTPAHEHUIO.

NMPOCTON B UCNOMb30BAHUUN MTPAGUNYECKUNA MHTEP®ENC
MNONb30BATENA (fr1n)

LleHTpanbHoe 0KkHO, 0BecneynBatoLLee 4OCTYN KO BCEM PYHKLUAM
nporpaMmei.

YOANEHHAA YCTAHOBKA U OBHOBNEHUNA
COKpaL,3eT 33TPaThl BDEMEHW 1 CPEACTB, C KOTOPLIMU COMPAXEHO
TP3AULMOHHOE Pa3BEPTLIBAHNE HA OT/AENbHLIX OKOHEYHbBIX CUCTEMAX.

ABTOMATUYECKOE OBHAPY>XEHUE HOBbIX N HE3ALWUUWEHHbIX
(UM HEABTOPU30OBAHHDIX) NK

YBenoMnaeT 0 NOAKNHYEHUN NOTEHLMBNbHO HE33LMLLLeHHbIX

Unn BpefoHOCHbIX MK K Balel KOpnopaTUBHOM CeTu.

KOMMMEKCHbIE CPEACTBA CO340AHUNA OTYETHOCTU
[MbKnin BbIBOP BKNHOY3EMOW B OTHET MH(OPMaLUN U NEPUOANYHOCTU
ero CoCTaBneHus.

AVAST Software s.r.o.
o
avast! Www.avast.com
twitter.com/avast_antivirus
facebook.com/avast

CO340AHO ONA YNPOLWEHNA PABOTbI
Yno6CTBO MCNONb30BaHUA faxe ANns Tex paboTHWUKOB,
KOTopble He ABnarTCcA NT-cneunanmucTamu.

®YHKUMNA NTNAHUPOBLUUKA N 3AMYCKA MPOBEPOK
MnaHMpoBKa 3anycka CKaHWPOBaHuUs B HoYHoe nubo ntoboe apyroe
Bpems 6e3nencteusa MK.

NMPEOYNPEXOEHUA B PEANNbHOM BPEMEHIU

B cnyyae 3apaxeHns 6o APYrUX HECBHKLMOHMPOBAHHbIX
COBbITUI Ha LLEHTPANbHYH KOHCONMb HE3aMEANUTENbHO NOCTYN3aT
npesynpexaneHusi B peanbHoM BpeMeHMU.

NEPAPXUA

Avast Enterprise Administration npegctaBnaeT ynpasnsemMble
YyCTPOUCTBA B BUAE APEBOBUAHON CTPYKTYPbl H3 OCHOBaHUY,
Hanpumep, reorpauyeckon NN OPraHn3aLMOHHON CTPYKTYPbI CeTU.
lMoMMMO NpoYero, 3TO NO3BONSET HA3HaYaTb COOTBETCTBYHOLLME
aAMWHUCTPaTUBHbIE NPaBa AOCTYNa U NONUTUKK. [lepeBo MOXHO
NOCTPOUTL 3BTOMaTUYECKM UNU UMMOPTUPOBATL U3 TEKCTOBOrO (hanna.

OBHAPY>XEHUE / YO ANEHHOE PA3BEPTbIBAHUE

Avast Enterprise Administration no3BonsieT oCcyL,.ecTBNATb
3aBTOMAaTUYeCKoe ya3NeHHOe Pa3BepThiBAHNE 3HTUBUPYCHOrO
nporpammHoro obecnevernna Avast, 0xBaTblBasA AaXe PasnnyHbie
[OMeHbl. [lnA yMeHbLleHnAa BEPOATHOCTU HapyLweHna 6e30nacHoCTyH
MMeeTCA BO3SMOXHOCTb 0BHapYXeHNA HOBbIX UM HEaBTOPU30BaHHbIX
M3LUWH B CETU KOMMaHMW.

OTYETbI

B Avast Enterprise Administration npeanaraeT LWUMPOKKIA CNEKTP
rpauyecknx n TabnnyHbIX 0TYETOB, KOTOPbLIE MOXHO NMB0
COCTaBNATb U NPOCMATPMBATb HENOCPEACTBEHHO C KOHCONM
aAMWHUCTPUPOBaHUA, NMB0 IKCMOPTUPOBATb U COXPAHATH

B pa3nuuHbix popmaTax (Hanp., PDF, HTML, DOC). UmeeTca
BO3MOXHOCTb MNN3HOBOr0 COCTaBNEHUA OTYETOB eXeaHEBHO,
exeHenenbHo nnu ¢ ntobon yaobHOM NeproaNYHOCTbHO.

Avast ABNAETCA 38perucTPUPOBaHHBIM TOBBPHBIM 3HBKOM KOMMaHUK
AVAST Software. Bce ocTanbHble Mapku 1 NPOAYKTbl ABNAKOTCA TOProBbiMU
M3pKaMu UX COOTBETCTBYHOLMX AepXaTenen.

2016, AVAST Software. Bcs MHpopmaLms 0 NpoayKTax MoxeT

6bITb M3MeHeHa 6e3 NpenBapuUTeNnbHOro YBeA0MNEHUA.

NPEOYNPEXOEHUA

Avast Enterprise Administration ysegomnsaeT 0 4eATeNbHOCTU
BalUel CeTU C MOMOLLbH Pa3NMUYHbIX HBCTPauBaeMbIX METOL0B
npepynpexaeHua. HacTpavBaiTe yBeLOMNEHUA No 3NeKTPOHHOM
noyte (c nomoubo SMTP unu MAPI), B BUAE BCNNBIBAHOLLNX
coobuennin cetn Windows unu naxe oTnpaBnanTe UX Ha ceTeBom
npuHTEp.

ABTOMATUYECKOE OBHOBNEHUE

Avast Enterprise Administration BbINONHAET MHKPEMEHTanbHoe
06HOBNEHWe, 338rpy>ad TONbKO HOBbIe AaHHbIe, YTO No3BoNAeT
CUNbHO COKPATUTbL BPeEMA Nepeaayn u TpeboBaHMA K MPONyCKHOWM
cnocobHocTu. B nepapxuv nonyckaeTca MCnonb30BaHue ntoboro
KONM4YeCcTBa 3epPKanbHbiX CEPBEPOB.

BE30OMACHOCTb

Avast Enterprise Administration o6ecneuyuBaeTcobntofeHne NonuTUKK
6e30MaCHOCTU KOMN3HUKN, HA3Ha4Yas onpeaeneHHble NPaBa L0CTyNa
nonb30BaTenam W/Unu rpynnam nonb3osaTenei. Kaxabii anemeHT
(Hanp., 3a4aHve, KOMMbIOTep, COBbITUE, FPYNMNa KOMNBIOTEPOB) UMeeT
CO6CTBEHHbIN CNMCOK YNPaBneHus A0CTYyNoM, Npyu 3TOM BUAUMOCTb
yCTaHaBNMBaETCA rMaBHbIM aAMUHUCTPaTOPOM(-amu). Bce ceaHcnl
06MeHa AaHHbIMU C KOHCOMbH 3alMAPOBaHbI C UCMONb30BaHUEM
npoTokona SSL 1 naeHTUhuumMpyroTCs no uudpoBomMy cepTUhUKaTY.

NOA4OEPXKKA NOMb30BATENEW HOYTEYKOB

Avast Enterprise Administration nogpep>xuBaeT MobunbHbLIE
YCTPOWCTBa, NONb30BaTENU KOTOPbLIX CNYyYanHO NOAKNKYaTCA

K CETU KOMMN3HUM U NbITa0TCs 060MTU OrpaHnYeHuns, KoTopble 6binu
YyCTaHOBNEHbl 3AMUHUCTPATOPaMU. MHuuunpyemsle POP-knneHToMm
06HOBNEHWA 3BTOMaTUYECKU 3arPyXKatoTCA U MPUMEHSAOTCSH

nNpu NOLKNKYEHUN YCTPONCTBA K CETU KOMMNaHUK — Aaxe

npu ucnonb3osanum VPN nnn MHTepHeTa.

MonHyto nHdopmaumno 0 NpoaykTax Bel HaaeTe Ha HalweMm canTe:
www.avast.com

MNokanbHbI NnapTHep Avast:

CEPTU®UKALNA:
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