File Server Security

avast! File Server Security is a stand-alone, high-performance server-security solution that scans all the traffic that
your servers can handle to protect against infections. With fast, cloud-based features like streaming updates
and file-reputation warnings, it helps secure and accelerate the flow of data within your organization.
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Key Features - avast! File Server Security

new! USER INTERFACE (UI)
The avast! Ul has been redesigned to keep up with modern navigation styles.

new! REMOTE ASSISTANCE

The Remote Assistance feature allows avast! users to connect and share
desktops with each other. This may be useful for technical support as well
as for general administrative purpose.

improved! ANTIVIRUS AND ANTI-SPYWARE ENGINE

Our award-winning scanning engine protects against viruses, spyware, and other
malicious agents, now with a new algorithm that is based on machine learning,
which can process new-virus data in milliseconds rather than hours.

improved! STREAMING, REAL-TIME VIRUS DATABASE UPDATES

Each virus signature comes to you in real-time via connection to the AVAST Virus
Lab cloud, rather than needing to wait for a traditional virus-database update.
Your database will be continuously updated with latest definitions.

improved! FILE REPUTATION SYSTEM

Now with more than a billion unique files in our cloud, avast! FileRep lets you
know whether a file is safe before you open it - determined in part by how
many people have the file and how new the file is. The technology is also used
internally, to help the scanning engine make more intelligent decisions.

REAL-TIME ANTI-ROOTKIT PROTECTION
Prevents stealth malware (‘rootkits’) that, when loaded by the computer’s OS,
are invisible to ordinary scanners.

improved! BEHAVIOR SHIELD
Our Behavior Shield now uses more sophisticated logic for determining - with greater
precision - whether any running processes are displaying any unusual behavior.

FILE SYSTEM SHIELD
Real-time scanning of opened/executed files.
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SYSTEM REQUIREMENTS:

Windows 2012/2008/R2, 2003 server
Windows SBS 2011

256/512 MB RAM

360 MB of free hard disk space

Microsoft SharePoint server
2003/2007/2010/2013



MAIL SHIELD
Scans all incoming/outgoing email for malware (a special plug-in
is used for MS Outlook).

WEB SHIELD

Scans all visited web pages, downloaded files, and java scripts. Thanks
to the intelligent stream scanning feature, the Web Shield doesn’t
slow your web browsing.

P2P SHIELD/IM SHIELD
Checks files downloaded via P2P programs and while using IM
or “chat” programs.

SCRIPT SHIELD
Detects malicious scripts hidden in web pages and prevents them
from hijacking and potentially damaging your computer.

SHARE POINT SERVER PLUGIN
Tightly integrates with SharePoint 2003/2007/2010/2013 Servers
via Microsoft’s own AV interfaces.

For full product details, please visit: www.avast.com
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