Small Office Administration Console

For Endpoint Protection (Plus)and

Endpoint Protection Suite (Plus)
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This guide has been written to assist system administrators or anyone who uses the Sviadit Office
AdministrationConsole to manage their network. The information contained in this guide is divided
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The Small Office Administration Console provides central management capability for yoatlatiin

of avast! Endpoint Protection or avast! Endpoint Protection Plus and is designed to make the
administration of your computer network as simple as possible. As well as providing protection for all
the computers on your network, the Small Office Athistration Console allows you to install avast!
antivirus on all your computers remotelgnabling you to

A Centrally manage pdates
Create and shedule scant be run on selected computers
Receive eattime security alerts

Create eports

p STEED SERNS SR 8

Receive atomatic notifications whenever a new computer is connected to tieéwork

The Small Office Administration Console is a wWedised management console designed primarily for

Oi Ai1 TAOxT OEO T &£ Ob O wood xi OEOOA Oyl bothdplgy 06 O
and manage avast! antivirus on your network and so keep your network free of viruses and other
malware. It does not require a server Operating System and, once installed, you can access it from any
computer with an internet connection.

,z:iouast! SMALL OFFICE ADMINISTRATION

PHELP CENTER [ LOGOUT

@ summary o

The Dashboard page provides a visual summary of your network protection,

SYSTEM OVERVIEW STATISTICS

The system overview pie chart shows you all computers that are connected and their status.

the statistics for various avast! components. Please use the drop-down list
(1) nerwork 1o select a comy

nt.
File System Shield  ~ | Time period: | Today
File System Shield - Today

3 sons

!& REPORTS,

¥ apmin

[#] secured [L] [%] unsecured B Disconnected o 6 18 20 2 0 2 4 6 8 10 12 14
Scanned items Winfected items

VIRUS DEFINITIONS STATUS SYSTEM MESSAGES

Version & Date ~ Subject

1205281 5 5/20/2012 10:08:52 AM  Deployment succeeded o '

120529-0 1 5/29/2012 2:20:26 AM | New computerfound | of ' U
5/28/2012 5:0745PM | Deployment succe

5/28/2012 44250 PM | Deplo;

SM8/019 AAANEDM | Panin,

o Markall as read
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Small Office Administration Console:

1 Microsoft Windows XP (any edition except Home Edition) with latest Service Packil, @dly
Windows Vista (any edition, excluding Starter Edition and Home Edition) with latest Service Rauit, 3
or 64-bit
Windows 7 (any edition except Starter Edition and Home Edition) with latest Service Palit,d32
64-bit
Windows Server 2003 (all editions with latest Service Packhit3® 64-bit
Windows Server 2003 R2 (all editions with latest Ser#ack), 3dit or 64-bit
Windows Server 2008 (all editions with latest Service Pack, excluding Server Cebi)pBB4-bit
Windows SBS 2011.

1 1 GB RAM or above, depending on requirements of operating system and oi‘hparsy software
installed

A minimum of 900 MBree hard disk space for the initial installation

Internetconnection (to download and register the product, for automatic updates of the Mirror)
Valid SMTP Server within reach of the server

Windows workgroup or active directory network

Internet connection with Silverlight 5 enabled browser e.g. Internet Explorer 7 or above.
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avast! EndpointProtectior/Suite
(for Workstations)

A Windows 2000 Professional Service Pack 4, Windows XP Service Pack 2 oéiyhedition,
32 or 64 bit)/Windows Vista (any edition, 32 or 64 bit)/Windows 7 (32/64 bit)

A 256 MB RAM
A 300 MB free hard disk space

Older Windows operating systems (Windows 95/98/ME/NT) are not supported

avast! EndpointProtection PlugSuite Plus
(for Workstations)

A Windows XP Service Pack 2 or higher (any edition, 32 or 64 bit)/Windows Vista (any edition, 32
or 64 bit)/Windows 7 (32/64 bit)

A 256 MB RAM
A 380 MB free hard disk space

Older Windows operating systems (Windows 95/98/ME/NT/2000) are not stgzbo



avast! EndpointProtection Suite Suite Plus
(for Server operating systems)

A Windows Server 2003 (x32bit/64 bit), Windows Server 2008/R2 (any edition, excluding Core
Installation), Windows SBS 2011

A 256 MB RAM (512MB if running Windows server 2008)

A 200 MB of free hard disk space

Microsoft Sharepoint
A MSP 2003
A MSP 2007
A MSP 2010
Microsoft Exchange
A MSE 2003
A MSE 2007

A MSE 2010



Windows OS vs SQL compatibility

A www.microsoft.com

A http://technet.microsoft.com- The TechNet Library contains technical
documentation for IT professionals using Microsoft products, tools, and
technologies.

SQL full versions vs SQL Free/Express versions

A http://technet.microsoft.com- The TechNet Library contains technical
documentation for IT professionals using Microsoft products, tools, and
technologies.

A http://msdn.microsoft.com- MSDN Libraryan essential source of information
for developers using Microsoft® tools, products, technologies and services. The
MSDN Library includes howo and reference documentation, sample code,
technical articles, and more.



http://www.microsoft.com/
http://technet.microsoft.com/
http://technet.microsoft.com/
http://msdn.microsoft.com/

Beforeyou startinstai T ¢ OEA DHOI AOAOh Ul O O &epl@yindiit. TAeEofiowiig AAT OO
things need to be carefully considered:

Administration Console

A On which machine will you deploy the Console?

A Isit going to be a dedicated machine? If not, what elseruillon themachine?
A Will other software interfere with th€onsole

A Wiill there be enoughesources left for th&€€onsoleto work properly?

A Will youuse just one Console, or would it be bettentse more tlan one?

Note: Make sure that you are awaretbie minimum system requirements

SQL

During the installation, an embedded SQL Server Compact 4.0 database is installed by default,
however you can optionally select to use another database. In the expert installation, you can choose
to use a MS SQL databe, but note that only MS SQL 2008 R2 is supported, either the Full or the
Express version.

A I1sDHCP used on the network? Can Bensolehave a fixed IP address?<ttould)

A Is a fulMS SQL2008R2database going to be use&xpressersion2008R2, orthe default
embedded SQL Server Compact 4.0 databasieyou choos€ompactExpresswill it handle all
your management dataExpres#8Compactshould only be used on networks of several
hundred computers or fewer).

Note: Make sure that you are aware df lanitations of SQL Express and the SQL Server Compact 4.0
versiond



The installation begins with thautomatic detectionof whether all prerequisities are installed. Simply
follow the installation wizard which widllso helpyouto find and instalany prerequisites which are
missing

‘o avast! Small Office Administration Satu ) %
Ry - 11 SRR,

The setup has determined that some of the
prerequisites needed to run this program are
missing. This wizard will assist you in getting and
installing those prerequisites. Click Next to
continue to the list of prerequisites.

Click Finish at any time to completely skip the
installation of prerequisites and jump to the
installation of the main program. Click Cancel to
cancel the installation and exit the Setup Wizard.

* 000 Al EAE O. AgbOo O1 DOIT AAAA -rdgliditeswhich need tio be satigfikd OAA A
before the program can be installed.

o ==

Prerequisites o
These procrams are needed for the appication to run. Cick on the check b @ CI/OISEL |
next to a prerequisite to select it for install or to skip it.

Name Version Action

.NET Framework 4.0 Reguired: any. Found: nathing. Download
Silverlight Required: 5.0 or higher. Found: nothing.  Download

Download Folder: €+ \Users\Administrator \AppData\Local AVAST Software\avas!

Press the Mext button to download the prerequisites.

Note: Silverlight can be installed separately after successithilation of the avast! Administration
Console.
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Prior toinstallingthe Administration console all prerequisities have to be met:

A Windows Installe if the package cannot be downloaded automatically see
Www.microsoft.com

A .NET Framework if the package cannot be downloaded automatically see
Www.microsoft.com

A Silverlightz can be installed separately, after the successful avast! Administration console
installation

All prerequisities should bautomatically downloaded and installe¢an Internet connection is
required

y
o avast! Small Office Administration sm_ =

Prerequisites Install

Please wait whie the selected prerequisites are instalied. al avast!
Name Status
NET Framework 4.0 Instaling...

Silverlight Pending

@, Instaling .NET Framework 4.0 from: C:\Users\Administrator\AppDataLocal\AVAST
lﬁ\ Software\avast! Small Office Administration\1. 2.4151Ynstall\dotnetfx40_full_setup.exe

Automatically start instaling the main application after finishing the prerequisites install.

Mext > Finish Cancel

If the download does nostart automatically visit www.microsoft.comto downloadthe necessary
prerequisities
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You may be asked to confirm the installation of the individual prerequisites, for example .NET
Framework:

JNET Framework 4 Setup nJ
Flease accept the license terms to continue. Mot

Installation Is Complete

N JNET Framewark 4 has been installed.

I Microsoft*
MICROSOFT SOFTWARE -
[]1 have read and accept the license terms. E] @

Download size estimate: 54MB Check for more recent versions on Windows Update.
Download time estimates: Dial-Up: 132 minutes

Broadband: 9 minutes

And Silverlight:

Install Silverlight Installation successful
\ y, \ 7
» By dicking Install now you accept the Shverlight »
\ license agreement. \
i V View the Silverlight License Agreement V You may have to refresh (F5) the
: i P 2 Web page for these changes to take
Microsoft* Silveriight updates automatically. Microsaft* effect.
SI|Ver|Ight" View the Silverlight Privacy Statement SI |Ver||ght
:




If you are promptedtored OAOO Ui 60 Ai i pOOAOh Ai EAE O02A00A00
being terminated unexpectedly.

Microsoft MET Framewerk 4 Setu,

‘You must restart your computer to complete the installation. If you choose
Restart Later, applications dependent on .NET Framewark may stop
working.

[ Restarthow [ Restrtiater

When the machine is restarted, theevast! Small Office Administration Setup Wizardwill start
automatically:

I

{©» avast! Small Office Administration Setup [

The wizard will install avast! Small Office Administration
wversion 1,2,2.8 on your computer, Click "Next” to continue
or "Cancel” to exit the wizard,

Quick Guide

You now need to confirm that you have read and accept the terms of the license agreement by clicking
the appropriate ®© 00T 1T AT A OEAT Al EAE O. Agbos O DOi AAAAS

End-User License Agreement r
Please read the following license agresment carefully avast!

AVAST END USER LICENSE AGREEMENT

(FOR BUSINESS)

PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
{,AGREEMENT") CAREFULLY BEFORE USING THE SOFTWARE (AS DEFINED
BELOW). THIS IS A LEGALLY BINDING CONTRACT BETWEEN YOU AND AVAST
SOFTWARE a.s.. A COMPANY DULY ORGANIZED AND EXISTING UNDER THE LAWS 7

(@ I accept the terms in the License Agreement

() 1 do not accept the terms in the License Agreement

<Back || Next> | [ cancel
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avast! Endpoint Protectior Installation Guide

You will now be invited to insert a valid license file. Unless you want to use the program first in
demo mode, it is recommended to provide a license file immediately.

Alternatively, you can request a demo lices, which will allow you to use the program in demo
mode for 30 days. To request a demo license, you will need to be connected to the internet as the
demo license will be automatically downloaded from the avast server during the installation.

During the30 day demo periogou will need to purchase and insert a valid license file to continue
to use the product, otherwise thavast! Small Office Administration Consobgll not be able to
communicate with any connected machines and you will not be able tplale the avast! Managed
Clientonto your network after the demo period expires.

Product license I.-
Insert license file or request demo licenss avast!

License
lfﬁnsart license: file

C:\Users\Administrator\DesktopLicense.avastlic

() Request demo license (Requires Internet connection)

<Back | Mext> | [ cancel

In order to insert a license now, the license must first have been saved on your
computer.41T 11T AAOA UT OO T EAATOGA 11 UIT OO ATipOOAOR Al E

0/ pAT o AT A OEA PAOE O1 100 1 EAATOA xEI1 AA ET OAO

@ Select license file

Bl Desktop »

Organize ¥ New folder

I| 3% Favorites T Libreries Documents
B Deskto |l | Systemn Folder & System Folder
p e
18 Downloads

"% Recent Places I | Computer 1“-. Metwork
=3 System Folder L System Folder

4 3 Libraries License.avastlic ‘

» (8 Documents = AVASTLIC File
> ol Music 2L

> [ Pictures
> E Videos

» /M Computer

> € Network -

File name: License.avastlic ~ |License files (*.avastlic) -

After the installation is completed, you can continue to use the productif®r24, or 36 months
from the date of purchase, depending on the purchased license period.
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avast! Endpoint Protectiorg Installation Guide

YoucannowsdAO OEA OUPA T &£ ET OOAI 1 AGET 18 4EA OAAT I 1T AT AAA
unless you are an experienced system administrator and want to e.g. specify a folder other than the
default folder for storing the installation files or use your own MS SQltabase.

Choose Setup Type r
Choose the setup type that best suits your needs t“jc‘St'
Recommended
Installs with the most common program settings. Recommended for
most users.
T Expert
j Allows users to customize all settings. Recommended for advanced
&7 users.

< Back ][ Next > ] [ Cancel

The £l 1 11T xET C OAOAAT O OEIExper®l IET OBDAT OQDBEOTEA UT O OAIl

To install in this folder, dick "Next™. To install to a different folder, enter it below or dick
"Browse".

Folder:

C:\Program Files\AVAST Software \Administration Console)

< Back ][ Next > ] [ Cancel

417 ET OOAI 1 OEA DPOI COAi ET OEA AAZEADI O A1 AAOR EOO
To installin a different folder, entethe requiredd AQOE 1T O A1 E A E thexus®@in kc@tidrd O OAI
By default the recommended destination drive i3.C:
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avast! Endpoint Protectiorg Installation Guide

A AAEAOGI O Mo instafitinfa diffe@i@d Olded eneAE 0. A QD
_ A E thextsoin locéath® OT OA1 AAO

To install theavast'MirrorET O
the requiredd AOE 1 O Al

E
E

Mirror Configuration

Specify Mirror Folders

Mirror root folder:

C:\ProgramData\AVAST Saftware Administration Console Wirror i

Mirror logs folder:

C:\ProgramData‘\AVAST Software‘\Administration Console\Mirror\Log:

Distribution folder:

C:\ProgramData\AVAST Software\Administration ConsoleMirrorDist

Packages folder:

Ci\ProgramData\AVAST Software\Administration Console MirrorPacl

Installers folder:

C:\ProgramData\AVAST Software\Administration ConsoleMirrorinst

[ <Back |[ mexts | [ cancel |

You carset upa proxy forconnectingto the internet. This will allovthe administration console mirror
to download virus definitiorupdates.

LS ]
Proxy Settings r
Select direct connection or configure HTTP proxy avast!

Proxy

(@ Direct connection (no proxy)

©) Specify proxy server

No authentication

<gack || Next> | [ cancel |

If you connect directly to the internet (i.e. not through a proxy), select "Direct connection (no proxy)".
Note: dialup connections do not use a proxy.

If you are not sure whether you use a proxy server, or which proxy server you use, ask your internet
provider or network administratdr

If you connect to the internet through a proxy server and you know the proxy seetails, select
"Specify proxy server" and enter the proxy details:

T Address Enter the address of your proxy server
T Port- Enter the port your proxy server uses

Authentication typez specify whether the proxy server requires authentication and if se tyipe of
authentication.A username and password must be entereequired for authentication.
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avast! Endpoint Protectiorg Installation Guide

You will now have the option to use NetworkService or LocalSereica custom specified account.

Our recommendation is to choosgbe Network service accaut.

Service Configuration

Specify Service Details

Log on as:

@) Service account: [NetworiService -]

() This account:

Select network adapter: 2 adapters -

Port for console: 8731
Secure port for consale: 8732

Port for dients: 25322

[ < Back ][ Next > ] [ Cancel

Now specify a user/admin account, with sufficient system rights to instaltneravast! Administration
console and its componentd. EAT Al EAE n. Ag0OO8
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_—— _—
& avast! Small Office Administration Setl'

Database Configuration
Specify Database Details

Database
@) Use internal database
() Use custom 5QL Server instance

(Already up and running)

< Back ][ Next » ] [ Cancel

I x

Custom SQL Server Configuration
Specify Custom SQL Server Details

SQL Server: -

Type here the SQL server name and append \InstanceMame if using a non-default instance.

Authentication
() Windows Integrated Authentication

(The account spedified at Service Configuration page wil be used)
() SQL Server Authentication

Database Name:

avast! Endpoint Protectiorg Installation Guide

On the next screen you can choose whether i
installthe provided internal databaseor touse
a custom SQL server which is already installe
and in useNote however that only MS SQL
2008 R2 is supported, either the Full or the
Express version.

If you selectedJse wistom SQL Server
InstanceOE AT UT 0811 EAOA
location, credemials and DB namelhe DB has
to be already up and running. The installer wi
not create the database for you!
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avast! Endpoint Protectiorg Installation Guide

On the next screen, you should enter the SMTP server details.

R |

Email Configuration
Specify seftings for email configuration avastl
Administrator's E-mail:
SMTP Server Address:
SMTP Server Port: 25
From address:
[] Use Authentication
[ use st Send test email
[ < Back ][ Next > ] [ Cancel ]

' Al ET E O Goall trivisGnvl Ge used to send the welcome email with #héministration Console
login information.

SMTP Srver Address- the address of the outgoing email server e.g. smtp.server.com
SMTP ServelPort - the default is 25
From Addressz the address which will be used to send alerts/reports

A Use Authentication

T Ifthe SMTP server requires authenticatigau mustenter the username and password.

A Use SSL
i $1 100 &£ OCAO OlencpfiohicusedOA 33, EAZE 33,

4 E Aendtest emaibbutton allows youto sendatest emailusingthe detailsthat you entered

You can proeed without entering these details now, in which case you will see the following message:

= '

'e If the SMTP server is not configured, you cannot use the email
' notifications feature. However you can configure it later in the
administration console.
Continue to the next page 7
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avast! Endpoint Protectiorg Installation Guide

On the next screen yashouldenter the password yowishto use to logonto the consolez note the
password must contain alphaumeric characters:

I |-

Specify Console Details

Enter a password which the “admin” user should use to log in to the console.
Username: admin

Password:

Confirm passward:

Create desktop shortout to open the console in your web browser

[ <Bak [ mext= | [ cancel

You can ao createadesktop shortcut to open the console your browser

You will now see a final screen before the installation begins. To review all the initial setup details and
01 AEAAE AOAOUOEET C EO Al OOAAOh EO0tOgokidcEahdE 11 30
. I E

i AEA AT U AEAT CAO AT A xEAT Ui &6 AOA OAAAU EOOO A
"5 avast! Small Offce Administraton setue 1 AR =

Install r
is ready to begin the installation {:‘UC‘S{‘

Click “Install” to begin the installation. To review your settings, dick “Summary”. If you
want to change any of your installation settings, dick "Back”. Click "Cancel” to exit the
wizard. I

< Back ][ Install J [ Cancel ]
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avast! Endpoint Protectiorg Installation Guide

! Small Office Administration Setup

You will see the progress of the installation as shov [&==
Opposite. Installing avast! Small Office Administration &nuﬂstr

Please wait while the Setup Wizard installs avast! Small Office Administration. This
may take several minutes,

Status: Downloading required software I

Downloading Miror

e | et

When the installation is complete, a new box will [ e vl ffce sdniiiion st J
appear with a link, which you can click to open the |

AL ET EOOOAOGETT #11011A

browser. sEEpeemasans. |

Standard unencrypted connection:
http://macuch.supp int.avast.com..8731/

Secure encrypted connection:
https://macuch supp.int avast.com..8732/

® @

[¥] Open the console now

Click the “Finish” button to exit the wizard.

A shortcut will also be installed on your desktop which you can use in future t
launch the console on the same computer.

wast! Small
Cffice Adm...

21



avast! Endpoint Protectior Installation Guide

You can open the console viathed s OAOO ET 00 1TAA T1T Ui 00 AAOGEOI B |
ASOOiI T ET OEA AT O0OT i1 1 AEO A|0|AOSmmmmeoo AT 1D A
| Al ETEOOOAOEIT 6 AEOI i OEA 1TEOO 1T £ POI COAI O ETO I
console fran any other computer with an internet connection by simply copying or typing the
I TAAOETIT ET O OEA AT i PpOOAOEO xAA AOiI xOAOS8

oo
> O

4EATh EOOO Al OAO Ot
and the password which you provided
during the installation process.

When you open th8usiness Protection
Console for the first time, you will first see
OEA OUOOAROGOAARABENDE,
setup wizard.

*>

N Protect my network now, start wizard

You can access this again later at any tinr
AU T PATET C OEA O! Ai
03A00OP68 4EAT EOOO
wizaOA 6 8

The Initial setup wizard will help you to deploy the avast! client on the computers in your network.
The wizard works in a network with a windows domain controller, as well as in a network with
computers in a workgroup.

#1 EAE 11 O0QEOCAAB K OOADLOxx EUAOAS OF OOAOO OEA xE
deploy the clients manually.
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avast! Endpoint Protectior Installation Guide

You can now see any computers that have automatically been detected. Select those that you
want to be managed by the avast! Administration Console.

: x
,t:{nvnstr Initial setup wizard

Choose the computers that you want to be managed by the avast! Business Protection censole.
© All computers (2582)

®) Custom selection

Search: | PERF © | Filtered: 2308

PERFO018  perf0013 3 PERFO01& perf0018
PERFO020 pe U PERFO021 perf0021
PERF0022 pe
PERFO022 pe
PERFO024 pe
PERFO025 pe;
PERFO026 pe
PERFO027 pe;
PERFO028 pe;
PERFD029 pe
PERF0030  perf0030

Add computer

Back Next Cancel

A 110 1
A

O | EOO
IO AA AADPIT U

A
A
screen.

7EAT U1 O Al EAE O. Aobo OEA 1 Aa@émpadsbGetworkddi AA AAD
as a workgroup or a domain.

l:xnunst!' SetupWizard

Please choose how do you want to deploy avast! clients over your network.

Installed by administrator

=

In a workgroup you can choose whether the avast clients will be installed manually on all
computers by one person (the administrator) or whether the individual cot@pusers will

receive an email with a link to the installation package. In both cases running the installation
package will install the avast! client which will then connect to the avast! Administration Console
automatically.
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avast! Endpoint Protectior Installation Guide

If you select the optiontdE AOA OEA
screen:

b
M
T
O
(@)
O
O

O
>
o
>

b))
c
>
>

m

M

- x
_&(ovc\st! Initial setup wizard

Installation packages are available at:

This link always contains the most recent installation packages. You can save this link for future deployment or you
can find it later on the Admin — Settings — Setup page.

You can download the package and install avast! on the managed computers. You can find more information about
installing the avast! clients in the Quick start guide.

Back Finish Cancel

You can download the installation package by clicking on the link.

3

'@ avast!  Initial setup wizard

You've successfully configured the avast! Business Protection server.
You need to install the avast! client on the specified computers before they can be managed by the avast! Business

Protection console.
\j

Now you can start using the avast! Administration Console. You can use the Help center to find out more about using
the console and managing your network.

Close

The installation file then needs to be run on each computer in the workgroup to install the client.
Youcan either save the file on an external medium e.g. a flash drive and run it on each computer
from there, or download the file on each computer by copying the link into its web browser.

As soon as the avast! client is installed on a networked computeil] $tart to communicate
immediately with the console.
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avast! Endpoint Protectior Installation Guide

Alternatively, you can create an email to the individual computer users on the network, which will
include a link to the installation package.

2 %
,@:ﬂ/ﬂst! SetupWizard

Specify one or more email recipients that will install avast!. Each recipient will receive an email with instructions
how to install avast! client.

Recipients

ferda.mravenec@avast.com| 5BC260

Email message preview
Hello! =
Your network administrator has sent you this email to let you know that you need to install avast! on your U

computer to ensure it is protected against viruses and other threats. Just click the link below and the
installation will begin!

Each user will then need to download the installatmackage and run it on their computer to
install the avast! client.

- %
,&nvnst! SetupWizard

You've successfully configured avast! Business Protection server.

Email will be sent to the recipients specified. When user finishes installation of avast! client, it will be managed by

avast! Business Protection server.

Now you can start using avast! Administration Console. You can show Help center that provide you guided tour around
the console usage.

m

As soon as the avast! client is installed on a networked computer, it will start to communicate
immediately with the console.
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You need to enter a validoghain administrator username and password.
Example: usernamealomainnameadminaccount password: * s

,Ecnvnst! Initial setup wizard

For unattended deployment, you must provide valid credentials to log on to the deployed computers.
The user must have administrator and "Log on a5 a Service” rights. Ensure that the Windows Firewall and Simple File
Sharing are disabled in Windows XP and Windows 2003 computers.
Domain: springfield.info -
Reboot client computer after installation | Auto decide
User credentials
You must provide user credentials to log on to deployed computers.

~
Username: Username is required

Password:

Then click on Finish to proceed with the installation. The deployment of the avast! clients will
then start automatically and you will see tf@lowing screen confirming that the deployment is
in progress:

3 3
(elavast!’ Initial setup wizard

You've successfully configured the avast! Business Protection server.
The unattended deployment job has just started, you can see the progress on the Jobs page. Once completed, the

result can be viewed on the Job History page.
\j

Now you can start using the avast! Administration Console. You can use the Help center to find out more about using
the console and managing your network.

Close

You can check the progress of the installation on the Jobs screen of the Administration Console

and once completed, you can see the result on the Job History screen.
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Once the initial setufis complete, the main summary pagad Dashboaravill appear.

The dashboard shows information about the current status of the network and is divided into four main
parts:

Systems overview

When you open th®ashboard othe avast! Administration consolen the Systems Overviewyou can
see a circular chart, which may be divided into different colored segments representing the current
status of all the computers that the Console has detected. Initially, until avast! is deployed on the
network, this will becompletely grey.

lticluclsl! SMALL OFFICE ADMINISTRATION
7HELP CENTER [ LOGOUT

© summary )

The Dashboard des a visual summary of your tect
M o

‘SYSTEM OVERVIEW STATISTICS
all comp  their status. “This section displays the statistics o various avast t . Please use p-down list
ent.

()
() nerwone
Show statistcs for: | File System Shield ~ | Time period: | Today
File System Shield - Today

G

@ roorrs

%o aomn

5 1 2 2 o 2 4 & o 12 1
Scanned tems W Infected tems

VIRUS DEFINITIONS STATUS SYSTEM MEssAGES
Version . Date | subect
1205283 5 5/29/20121008:52 AM, Deployment succeeded /.
5/29/2012 2:20:26 AM  New
512872012 50745 PM | Depl

1205290 1

5/28/2012442:50 PM | Depl

o Markall s read

Virus definition status

This information helps you tmaintainthe maximum possible virus protectiohy showing youhe

virus database version, date and number of computers that have this VPS insi#ilisdwill help you to
ensurethat you always have the most up to date virus definition and that you are protected from the
latest threats.
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This section displays statistiésr each of various avast! componenBy clicking on the drojlown
menu, you carselectthe required component. Statistics can be displayed for a single component and a
specific period of time. Currently the statistics chaliows you to viewhe number of scanned items

andthe number ofinfected items.

STATISTICS

select a componer

of various avast! components. Please use

File System Shiv = | Time period: | Today
File System Shield jeld - Today
| Mail Shield
6 Web Shield ‘
P2P Shield ‘
4
1M Shield
2 Network Shield
Script Shield
0--————
12 13 Behavior Shield 16 17 18 10
Scannad items Anti Spam Shield
Exchange Shield
SYSTEM MESSAGES | Sn2repoint shisld
Firewall
Date
Al
0 % 3/11/2011 5:25 5z AF Oeense msertion failure. o &
Q % 3/11/2011 5:29:52 AM License insertion failure. o &
&F = 3/11/2011 5:30:05 AM New computer found o &

System messages

STATISTICS
This n dis arious avast! components. Please use
File System Shii = Time period: | Today -
File System Shield - Today |Today
| Last week
B ! I | Last month
| Last year
4—
2-—
4]

1‘2 1‘3 1‘4 1‘5 1‘6 1‘? 1‘8 1‘9

Scanned items m Infected items

SYSTEM MESSAGES

Date Subject
0 % 3/11/2011 5:29:52 AM License insertion failure. v § 3
0 % 3/11/2011 5:29:52 AM License insertion failure. o & U
&P ¢ 3/11/2011 5:30:05 AM  New computer found v & -

This section shows all imp@nt system messages related the Administration console and clients
e.g. Your license will expire soon, License insertion failure, Deployment job failed, New computer found

etc..

1 If you wantto see more details abowt
specific system message, simplguble click

on it. See the new detailed information

window below.

P New computer found

1 If you would like to remove the message fror
the list click on the gree@d EAE O EAT

1 If you would like tsee moredetailed
information, click on thel OATAIA AR O

x

Ic{nl/ﬂslr System message

“ New computer found
1 new computers have been discovered. The new computers are S3C221

More details [~}

Message source: Security
3/11/2011 6:44:51 AM

3/11/2011 6:44:51 AM

First occurrence:

Last occurrence:

‘
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The network screen enables you to access the details of all the computers that are visible or known to

the avast Administration console:

Jolavast! SMALL OFFICE ADMINISTRATION
7 HELP CENTER [ LOGOUT

n 10 the avast! Small Office Administration.

\\e)
\ ¥ e v o st g f s e o i

Ttk 2557 Q)

Flter

Sort by Status Name ONS hostname Description Version Program version Last communs Quick searche

ication Last communication IP

Defauit group (17]  Morketing )  Servers {0 Unmansged computers (2580)
5 Add new computer to group %, Edit growp settings.

avastt cients

Default group  Deist stingsfor rmcte

ssc221 sBc232 s8c23

MAILATOR  MARGE SBCDEO0L SBCSERVERVS ~ WINTENTGA  WINXPFR

Creste new computer.  Create new group

91 6 AAT OAI AAO O1 AEODI AU OE A AIxAO X 100 DA O EAI IOERKAHBO

Group view

TheGroup view is a list of all visible computers in a graphic nfioda view:

sl ovast! SMALL OFFICE ADMINISTRATION
7HELP ceNTER [ LOGOUT
@ summay .

R A e visble or known ko the avast] Senll Ofice Administraton.

Fiter Tota 2557 Q)
Sortby Statis Name DNS hastname Description Versian Prag Quick seaech

Defaultgrovp 2)  Markeling () Servers () Unsnaged computers (2599
Servers 5 A pter o growp ]
x [ [ [
- =
saczz1 sec23 [ SBCWK300L

Create new computer  Creste new group
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Initially, any detected computers will be displayed as grey icons, meaning that they have been detected
but have not yet communicated witthe console. Connected computers will only be able to
communicate with the console after the managed client has been deployed on them.

Q A greeniconmeans everything is up to date and running as it should be.

A ydlowiconmeans you are not fully protected, for example, if the program
your virus definitions are not up to date, or if one or more of \ghields is
currently turned off.

=
x A redicon indicatesyou are currently not protected atilamost likelybecause all of
L the shields have been turned off.

This icon indicates that the computer has been detected but has never
communicated with the Administration console, for example, if the avast client
has not been insté&d.

This icon indicates that the computer hasn't communicated with the

Administration console recently (the default value is 30 seconds). This doesn't
necessarily mean anything bad.g. computers that are turned off will have this
icon.

All computers that have been discovered automatically are initially allocated to the same default
O0cOi 6p68 . Ax CcOi 6O AAT AA AOAAOGAA &£ O OEA DPOODI O
For example, separate groups can be created fovesey, or different groups of workstations with
different security levels e.g. different combinations of active/inactive shields.
A You can create as mamyoupsas you wish in order to achieve optinmanization
There can be no duplicateBvery computethas its fixed positiomn aspecific group

A
A The security policies amet for each specific Group
A

EachGroupcan have a different set of policies
A To accesshe Group settings simply clicke N\ icon

A To removeaGroup from the list simply clicte @ icon
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Grid view

TheGrid view is a list of all visible computers in a more detailed text mode

,@tuuast!' SMALL OFFICE ADMINISTRATION

7HELP CENTER [ LOGOUT

The network screen enables you to access the details of all the computers that are visible or known to the avast! administration console.

/) NETWORK

\

Filter Total: 345 @
N Computer Name DNS hostname Description Group Version Program version = Last communication Last communication IP Status \ '||'|'||'
SBC221 SBC221.springfield.info Default group 11148%97-0 6.0.1026 3/14/2011 1:57:11 AM Secured \ '||T||' i
SBCW7001 SBCW7001.springfield.info Default group 11148%7-0 6.0.1026 3/14/2011 1:57:11 AM Secured \ '||T||' =
PERFD01 PERFO0L Default group Unknown | S T
PERF002 PERF002 Default group Unknown | % T
PERF003 PERF003 Default group Unknown | % T
PERFO04 PERFO04 Default group unknown %
PERFO05 PERFO0S Default group Unknown | % | T
PERFO06 PERF006 Default group Unknown %% T
PERF007 PERF007 Default group Unknown | S T
PERFOO8 PERF0O8 Default group unknown | % T

Create new computer  Create new group

A This dlows you to see more detailed information about specific computesighout the need to
openthe computer information

A TheGrid view list contains generaiformation such as Computer name, DNS name,
Description, Groupn whichthe computer is located, VPS and program version, Last
communication, Status

A To accesshe computer information clickhe A Y icon

A To removeacomputer from the list clickhe @ icon

Filtering

Advanced filtering is possible by Groups, Shields, OS, Name pattern and Status.

Filter Total: 345 )

By Groups | By Shields | By 05 | By Name Pattern | by Status

- . . Clear
[] Default group || Unmanaged computers [_| office 001 '® Included () Excluded

Filter
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Filtering by Groups

Filter Total: 345 @
By Groups | By Shields | By OS | By Name Pattarn | by Status
- - - Clear
[] Default group [_] Unmanaged computers [ office 001 '# Included () Excluded
Filter

A Containsalist of all default and custom created grou®mputer group$

A Tick or untick required group/s to display your custom Grou@id view

Filtering by Shields

Filter

Total: 345 @
By Groups | By Shields | By 05 | By Name Pattern | by Status

[ File System Shield (] Mail Shield [ web Shield [_] P2P Shield ] 1M Shield ®) Included
|| Metwork Shigld || Script Shield || Behavior Shield || Anti Spam Shield || Exchange Shield

Excluded
[_] Sharepoint shigld [ Firewall

Clear

Filter

A Containsalist of all avast! componentsuchas File system shield, Mail shield, Web shield, P2P
shield ..
A Tick or untickhe required component to display/filter your custom Group or Grid view

Filtering by Operating System
Filter

Total: 345 @
By Groups | By Shields | By 05 | By Mame Pattern | by Status

l [} unknown [ | Windows 7 [ | Windows XP Service Pack 3 @ Included () Excluded

Clear

Filter

A Containsalist of all found @ Sinstalled orall computers visibldo the avast! Administration
console

A Tick or untickhe required OS to display/filter your custom Group or Grid view
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Filtering by Name Pattern

Filter Total: 345 @

By Groups | By Shields | By 05 | By Name Pattern | by Status
Clear
Pattern [C] Match case

Filter

A Insertthe full or partial conputer name of the computer as stored in ti@&roup to display/filter
your custom Group or Grid view

Filtering by Status

Filter Total: 345 @

By Groups | By Shields | By 0S | By Name Pattern | by Status

— _ _ _ Clear
] secured [_| Attention [_] Unsecured [_] Unknown & Included () Excluded

Filter

A Containsalist ofthe statusesof all computers visiblego the avast! Administration consolesuch
asSecured, Attention, Unsecuredlynknown.

A Tick or untickhe required status to display/filter your custom Group or Grid view
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Create (Add) a New Computer

In some cases, you may not be able to use the Discovery Task (perhaps bdda@® T AOxT OE AT A«
run ActiveDirectory or the compear browser does nowvork).

In that case you cacreate a computer manually viaeO# OAAOA 1T Ax AT I bOOAOO AEAAOD

,tcinucnstl' Create new computer

Al
Name J DNS hostname: [

Description

Group Default group The default system group must not be renamed

You carcreate a computer by inserting the required basic information:
A Computer name
A DNS Hostname
A Description

A Group in which the computexill be located
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Creating a New Group

O

If you wantto create anewAT | DPOOAO COT 0P EOOO Al EAE |

irinl/nsll SMALL OFFICE ADMINISTRATION

FvELp cenTeR 3 LOGOUT

@ sy .
V7 e e o et e e e e e o et e Ao

Fiter otk 2597 Q@

Sortby Status Name DNS hostname Dessription Versian Program version Last communication Last commarication IP Quick seaech:

Defeultgroup (2} Marketing (21 Severs ) Unmanaged computers (2569

Servers. G naa puter togroup N, Edit '}
N repoers
- 2] [v] [¢] L[

sBczz1 sBcz3a e SBOw2KI001

X o

Create new computer  Creste new group

This will open the following new window:

l:(nuustl’ Create new group

B3

Enter the name of the new group and a short description

You need to enter the settingsist once for all computers ithe group,

o T >

Or you cancopy the settings from an existing computer graup
A Once the computer group is created, additional computers may be added later.

When an avast client is deployed, it will be deployed with all the settingsrding to the group to
which it is allocated in the Administration Console.

O4
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Computers can be moved from one group to another and if a computer is moved to a new group, the
avast settings for that computer will be updated immediately based on the settingge new group.

Basic Settings

&nuﬂstl’ Create new group

[M'show avast! tray icon

Status bar [ Animate the icon when scanning

1=

1 Show avast! tray iconallowsthe user to interact with avast!

1 Animate the icon when scanningheavast! icon located in the system tray wilhgtrotating
wheneverascan is in progress

Shields

Realtime shields- avast!reattime protection isbased on secalledshields- special modules protecting
various parts of your computer, e.g. file systeranail etc.

%

l{n wvast!  Create new group

Description
Basic settings
Shields Select the shields that you want to activate on the managed computers.
Updates Startall shields  Stop all shields
File System Shield
M| The File Syste main companent of the avast! real-time scanner. It monitorsall (¥ Moritor
files and prog; your computer,
Mail Shield
/%, The MailShield monitors allyour e-mail trafic and scans all messages even before they [ Monitor
reach your computer and have the chance to do any harm.
Web Shield
¥4, | The Web Shield scrutinizes all your web browsing activities, and eliminates any online [ Monitor
" threats even before your web browser sees them.
P2P shield B
h The P2P nitors downloads from mast P2P applications, vastly eliminating the () Monitor
sec iated with these types of
IM Shield B
‘ The IM Shield all downloads from instant messaging applications and makes sure () Monitor
they are clean.
Network Shield
(%Y g
The Network Shield monitors all nebwork activity and stops a [ Monitor
" your system via the network, It also blocks access to known
\ Script Shiel
h The Seript Shield intercepts all scripts executed on your system (both local and remote). S Monitor | |
< [ Meniter
-
o Exchange Shield
LA, | The Exchange Shield is installed on your MS Exchange server and is used to monitor [ Monitor |

36



avast! Endpoint Protectiorg Installation Guide

Clickthe shield/syouwantto use or remove the selected shields will be automatically startedtbe
chosen computersn which theavast! managed client is installed

The Monitor checkbox identifies if the status of this shield should influeheestatus of this computer
Updates

You can choose whether the program and virus definitions are updateshaatically or manually, or
only on request following notification that an update is available.

" x
Kmuﬂstl Create new group

Description

Basic settings

Shields Select how you want avast! updates to be carried out. Normally, a program update includes an update of the virus
efinitions.

Updates

[ Updzte from mirror

[ Update from internet if mirror fails

Details. (-]

Update Options

Auto-update interval

By default, updates are applied frothe mirror and onlyfrom the Internetif the mirror is unreachable
A Update options
i Ask for reboot when needed
T Show notifiation box after an automatic updateto notify the user of the update
T Show notification baif an error occurs
A Auto-update interval

T Default set to 240 minutes
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Exclusions

. %
Mm wvast!  Create new group
escription
i

Type paths to be excluded from scanning. Note: exclusions specified here will apply only to on-demand scans (manual and
scheduled scans)

Exclusions

Add

Cancel
Keep in mind that any exclusions specified here apply to atl@mand scans (maual and scheduled).

A If you want to exclude files only from a specific manual or scheduled scan, use the Exclusions
page in the scan settings.

A To exclude files only from being scanned by the 4t@ak shields, use the Exclusions page in the
reaktime shield expert settingson the client computer.

To exclude a location or file, first click the box where it says <enter path> and then type either the
location or file to be excluded

If you want to exclude a folder, including all of its dollers, it isnecessary to add*" to the end of
the folder name e.g. @Vindows*.

To remove a location or a file from the exclusions list, click on it once to select it, then click the "delete"
button.
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Password

Various parts of avast! can be protected by a passwOrdthis page, you can create a password and
specify which parts can only be accessed by entering the password.

- x
lcxtmustl Create new group

Description

Basic settings

Shields

[ Protect avast! with a password

Protected areas

[ General program access
[@Program settings
[@Protection control

[ Protection settings

[ scan control

[fscan settings

[ update control

[ virus chest control

Monitoring

The settings on this screen control the behavior of the avast! staansvhich is displayed when the
program is opened on the elnt machine By checking the various boxes, you can specify which avast
components will be monitored and will therefore influence ttisplayedstatus, and which will not.

g B
x:inuustl Create new group

Description

Basic setting:

Shields The settings below control the behavior of the avast! cient computer status.

Updates Companents monitored

2 aw to specify which of the avast! components will be monitored by avast!

. Console. Piease note that shield monitaring settings can be specified on the "Shields’ tab.

[ virus defini
[ Progi

[ Definitions auto updates
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Sounds

The settings on this page allow you to control the sounds and voice mesghgt are generated by
different events.

z{nuustl' Create new group

Description
Basic setiings

Shields The settings on this page allowr you to control the sounds and voice messages that are generated by certain events
Updates

Exclusions () Enable avast! sounds

Password

Conc

The various events that can trigger an audible sound or voice message are:
A Threat detected

Suspicious item detected

Potentially unwanted progranfPUBdetected

Scan complete

Automatic update

o Do Do o Do

Firewall query
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Community

By checking the box on this page, you gaarticipate in the avast! community and share information

of a technical nature on a nedd-know basis. This does not concern personal information of any sort
and is strictly securityelated information comerning, for example, malware that avast! has detected
while running on your computer, actions that have been blocked etc.

This information will be used by avast! to improve its detection ability and technical support for the
benefit of the whole avastommunity.

@:\UCIEU— Create new group

Descriptien

Basic settings

Shields Use the settings on this page to et up your membership in the avast! community

Undates Community

Exclusions (] Participate in the avast! community

Password By enabling this option, you are giving your consent to anonymously forward certain security-related information

Status bar to avast! (on an as-needed basis). In return, you will have access to the most up-to-date avast! community
information and statistics.

Sounds

Community

Maintenance

Troubleshoating

E Canoel

By participating in the avast! community, you will also have access to all the community information
and statistics about the latest malware attacks.

41



avast! Endpoint Protectiorg Installation Guide

Maintenance
On this screen you can specify

A how long the scan logs are kept before thare deleted
A the maximum size of the scan logs.

This ensures that the space on your halidk is optimized by limiting the size of the logs, and removing
logs which are no longer needed.

2 £
.tt{l_‘lllclstl Create new group

Description
Basic settings

Shields On this page you can adjust the avast! housekesping settings.
Updates Auto-cleanup

Exclusions How often should avast! delete the scan logs?

password [ Delete scan logs older than 30 days
Status bar [ Delete temporary scan logs older than |1 days
Sounds Logs

Community Maximum size of each log file: | 4098 KB

Maintenance [_] Enable debug legging

Troubleshooting

= Cancel

If the box"Enable debug logging"is checked, a special lodefwill be created if an error occurs while
the program is running.

If the error persists, this log can then be sent to avast! technical support and may help to identify the
cause of the error.
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- %
,qnunstl Create new group

[ Enzble rootkit scan on system startup

[ Enable raw disk sccess during avast! boot-time scan
|| Skip checking of digital signatures of infected files

elf-defense module

| Load avast! services only after loading other system services

avast! Endpoint Protectiorg Installation Guide

Changing the settings on this page ma
help to resolve certain specific
problems. However, these settings
should not be changed without good
reason. If in doubt, please contact
AVAST Software first.

Enable rootkit scan on system startup
Normally avast! scans for rootkits whenever the opéngtsystem is restarted. Uncheck this
box if you do not want this scan to be carried automatically.

Enable raw disk access during avast! bodgime scan
During a boottime scan, avast! uses a special method to access the raw data on the hard disk,
to check for any viruses that may be hidden there.

Skip checking of digital signatures of infected files

To prevent false positive alerts, avast! checks files for digital signatures. If a file is detected as
suspicious, but also contains a valid digitahsiture of a trusted authority, it is likely to be a

false positive. In this case the file will not be reported as suspicious. If this box is checked, all
suspicious files will be reported, including those with valid digital signatures.

Enable avast! selfdefense module

Some viruses deliberately target antivirus software and try to switch it off by deleting or
modifying critical files. avast! contains seléfense features that prevent such attacks by
blocking the operation.

Load avast! services only aftr loading other system services

The avast! service is normally loaded quite early in the boot process. Sometimes this can cause
problems when loading other system services e.g. the system may appear to "freeze"
temporarily after starting. Checking this Bowill delay the loading of avast! services until after

the other system services are loaded.
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Boot-time scan

It is possible to schedule a scan to be carried out automatically when the system restarts i.e.
when it "boots", before the operating system istave. This is useful if you suspect that a virus
may have been installed on your computer, as it will enable the virus to be detected before it is
activated and before it can do any damage to your computer.

. %
,@tnuustl Create new group

Description

m CURRENT STATUS: not scheduled > Schedule Now

after clicking the Schedule Now button, a boot-time scan will run automatically the next time the system is
ed)

Heuristic ser Normal

jity:
[ Scan for potentially unwanted programs (PUPs)
[ Unpack archive files

When a threst is found, apply the following action:
Ask -

By default, the program automatically scafr potentially unwanted programs and also scans
inside archive files, but either of these features can be turned off by unchecking the relevant
checkbox.

You can also specify what action should be taken if a threat is detected. avast! can
automatically atempt to repair the file, move it to the virus chest, or delete it. Alternatively,
you can specify that you should be asked what action to take for each detected threat, or you
can specify that no action should be taken.

Finally, click on "Schedule Nowhd the scan will start automatically as soon as the system is
restarted.
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Expert Settings

In the expert settings, you have direct access to the raw data values related to the various settings. As
any accidental or erroneous changes could adversdgcathe behavior of avast you should only

access the expert setting if you are an advanced user and you are used to working directly with the raw
data settings.

ltinuusll' Create new group

Description

Basic settings

Advanced user:

< can change the settings in raw format.
Shields ¢ <

Updates
Exclusions

] diting the expert settings may cause unwanted behavior
and should therefore be done only by an advanced user.

Il take the risk, show the expert settings
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After clickling on the Jobs tab, the main scheduler pagetainsalist of all creted jobs on the server
and on the individual workstationsyith basic information aboutthenfA1 EAE O- T OA).IRAOAEIT OOC
any of these jobs are running, you will also be able to monitor their progress here.

Jefovastt SMALL OFFICE ADMINISTRATION

Create a new job

The Console is installl with a number of preefined jobs, however,Yoclicking on the "Createew

job" button, you can define a completely ngab with its ownparameters Any new job that is created,

or any of the predefined jobs can be run at any time simply by clickiigk O3 OA006 AOOOI T 1
scheduler screen.

—_—

Description

Enter a name and description of the job you are defining h&he description section is just a
note to remind you latewhat the specific jolvascreatedfor.
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Details

On this screen yoshauld selectthe type of jobto be performed. Related jobs are grouped into

OEAI E1 EAOGO Ol

Description

Details

a descriptive name such as "Weekly

Enter a name and description of the job here. These are notes for your reference, so use:
Schedule o

scan” or "Nightly server scan'

Name:

Target

Description:

i AEA OEA OAI AAOGETI

AAOOAOSB

You can select from the following jobs :

Job Type :
1
1
1

Deployment
Unattended deployment
Email deployment

Uninstall avast! protection

Job Type: Reports

Job Type :

Job Type :

Reports

Maintenance
Definitions update
System backup
Database cleanup

Log cleanup

Computer catalog

Discover new computers

Scan

Scan Computer
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Deployment Jobs(3 types)

1. toinstall avast! remotely onyournetl OEh OA1 Ddpbynmerit@d AU A* IOA OAl AAOCEIT
QUnattended Deploymenté 8

2 %
Mm/nstr Create a new job

Description

Details

Schedule Select the type of job. Related jobs are grouped into families to make the selection faster.
Target Job type Deployment

Job selection | Unattended deployment

Performs unattended deployment of avast! on specified computers.

springfieldinfo

stall (existing)
computer after installation | Auto decide  +

User credentials

You must provide user eredentials to log onto deployed computers.

Unattended deploymentuns silently(without any usetintervention). That® whye 08 O Ei BT OOAT O C
the installation optionsare properlypreset.

Force reinstall (existiy) - if this box is checked, any current installation of avast! on a client computer
will be automatically uninstalled before the new version is installed.

Reboot client computer after installationif RAuto-decided E O OA1 AAOAAh AHeAE Al EAI
automatically restarted only if a reboot is needed to complete the installgtfionexample in the case

of Business Protection, if a previous installation has been replaced or in the case of Business Protection

Plus, to complete the installation of tHeirewall

On this screen, you need to specify thgercredentials to log oo the targetcomputers

T UsernamegUsually Administrator with full admin righjs

i Password
/' 1T CBEh&duléd Pow@r Optionsd ATalgettdO OAOAAT Oh UT O AAddtn@@AAE AU A
the job to be run, any actions that should be carried out before or after running the job, and the actual

computers on which the managed avast client should be deployed. These options are described later in
OEA O Rdndrgh Jod O
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2. To creak a new job t@nable users to install avast on their own compujesglect Job type
Meploymentd AT A * T AEmaiIlDephymdidisT O

2 *
x:inuustl Create a new job

Description
Details
Schedule | Select the type of job. Related jobs are grouped into families to make the selection faster.
Job type Deployment

Job selection | Email deployment.

Deployment type requiring the users to click an a link in an email to install avast! manually

English

Email will be sent to the following recipients:

Add  Adel from users
mail addresses for computers on which avast! should be deployed

Plesse provide user er

Running this job will result in the user(s) receiving an email with a link which they will need to click to
install avast! on their computer manuallydse the language selector to define the language in which the

email should be sent.

Email addresses can be inserted manually or by using Active Directory.

S %
,tc(nucnstl Select email addresses

om the list of administration console and Active Directory users for

You can select email addrs
whom an email addres

as b
administration conscle users
Emiail Login name

inhnsmithi@email com admin +

Active Directory users

foudelka@email.com

kaudelka@emsail.com

Email First name Last name Login name
iimmy@email.com jimmy +
brody@email. com igan +
iohnhi@email.com iohn +

frantisek +

Selected email addresses
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3. If you need to uninstall avast on any or all of the networkechputers. select Job type
* T Anirgtdll adadt!ibtectiondd8

Meploymentd

AT A

- 5
lc{nunstl Create a new job

There are no

Uninstall avast! protection

user settings.

Description
Details
Schedule Select the type o job. Related jobs are grouped into families to make the selection faster.
Target Job type Deployment

Job selection

You can run this job if you want o uninstall avast! antivirus protection from any of your computers.

The jobcan be scheduled to rumn all managed computers, or only on some of théavhen the job is
run, it willuninstall all avast! managed products from the selebtemputers
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Maintenance Jobs (4 types)

1. Reports.

z %
I:inuclstl Create a new job

Description
Details
Schedule

The Administration Console enables you toreate a variety of useful reportg different formats and

languages:

"U OPAAEAUET ¢ OEA OAlcE®VERNRG D repAris Atoithe handgendedd O A O h
team (specific email addre3sutomatically at periodiéntervals

Select the type of job. Related jobs are grouped into families to make the selection faster.
Job type Reports

Job selection | Reports

This job generates a report, ¥ f the report should be published on the web or sent by email to a list of recipients.
Reports: [ Top 10 Vi

[ Network

] Network

) Network Computers - Virus D

[ Network Computers

(
() Computers infected in last 7 days

] Computers infected in last 24 hours

English -
Ceitina

Deutsch

English |

Espariol

Frangais

Italiano

H=E

s20f

Palski

Partugués (Brazil)

Pyccrmi
rtf EEE (Traditional Chinese)

More about reports can be found later inislguide.
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2. Definitions Update

Itis vital to always keep your security softwaretapdate. While avast! is preet to updae
automatically, you can also control the update manually.

2 %
IK#IUCISU Create a new job
it

D
D¢

Schedule Select the type of job that should be performed. Related jobs are grouped into families to make the selection faster.
Power Qptiens | Jab type Maint

Job selection | pefinition update

3. System Backup

- x
1:{:11/05{[ Create a new job

Description
Details

Schedule Select the type of job that should be performed. Related jobs are grouped into families to make the selection faster.
Power Options | Job type Maintenance

Job selection [ System backup

[MBackup database
[MBackup license file

Scheduling regular backups of the whole database is important. You sheddporate a backup of the
Administration consolaatabase into your overall network backsfrategy.

There are two recommended ways:
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a. you can use your backup softwareltack up the SQL server directly (if the program can do
so; consult your backupoftware documentation for details), or

b. you can use aAdministration console System backup back up the dtabase

Backup settings
A Backup database
I Runs DB backup

T Backup file location CADocuments and Setting&ll User§Application DatAAVAST
SoftwaréAdministration ConsoldBackup

A Backup license file

T License file is added to the backup
Backup file
A Always ceate a new backup file

T Default locationis CADocuments and Settingall User§Application DatAAVAST
SoftwaréAdministration ConsoldBackup

A Overwrite existing file
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4. Database Cleanup

The Database Cleanup job can be used to remove older records frodathbase.

x:inuusll' Create a new job

Description
Details

Schedule

iesnup aggression level gl Normal - deletes unused dstabase records mere than 10 days old

leanup aggression level ol High - deletes unused database records more than 1 day old

save W Cancel

Thishelps youo keep the database from growinigdefinitely. ItA1T 01 1 AOO UT &6 AAI AOA

records to further reduce the size of tidatabase.

5. Log Cleanup
This job can be run to remove old log files.

2 *
l:{nunstl Create a new job
on

Aggression level gl ormal - deletes log files more than a week old

Aggression level gl High - delates all log files except for the one currently used
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Youcanspecifythe followingaggression levels:

1 Low aggression level means only the oldest database records will be deleted. Only records
more than a month old will be deleted. Any less than a month old will not be deleted.

1 Medium aggression level means more records will be delgtallirecords more than 10 days
old

1 High aggression level means all but the very latest database records will be debdtedat are
more than 1 day old. Computer Catalog Jobs (2 types)

1. Discover new computers in the network neighborhood

: X
,{:{nunstr Create a new job

Description

Details

Sehedule Select the type of job. Related jobs are grouped into families to make the selection faster.
Job type

Job selection | Discover new computers in the networ ~

Performs a network neighborhood search on the windows network (may potentially be slow)

Discavered workgroups

Is)

This job can b used to discover all new computers where Windows Waorkgroups are used.
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2. Discover new computers using Active Directory

ltxnuustl' Create a new job

Description
Details
Schedule | Select the type of job. Related jobs are grouped into families to make the selection faster.

Job type

[ springfieidinfo

This job can be used to discover all new computers listed in Active Directory.

Scanning Jobs

BychoosingdScan compute® Ui O A ddompletklyEtew scan with its own scan parameters.

- 5
l‘{nunstl Create a new job

Description
Details

Schedule

Target

Select the type of job. Related jobs are grouped into families to make the selection faster.
Job type Sean

Job selection | Scan computer

Performs a scan on the client computers.

Scan
Sensitivity
Please use the following controls to set the basic parameters of the scan.
Packers.
Sca
Actior Select the areas to scan
erfort

All harddisks Delete

Al harddisks

System drive

'CD-ROM and DVD drives
F| All remavable media
| Memory
Auto-start programs.
Auto-start programs (all users)
(Inte;

Custom path

By default, the area to be scanned is set as
"All hard-disks". To select a new area to be
scanned, just open the dregown menu and
select the additional area to be scanned. Tc
remove an area, clicon it once and then
click "delete".

) £ O) 1 OAOAAOEOA OAI
window will open whenever the custom scal
is started, in which the actual area to be
scanned can be selected/ Once the area is
selected, the scan will start.
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Description
Details
Schedule

Target

Select the type of job. Related jobs are grouped into families to make the selection faster.
Job type Scan

Job selection | Scan computer

Rerforms a scan on the client computers.
Scan

Sensitivity

he following controls to set the basic parameters of the scan,
Packers.

Actions

Performance
Al harddisks ~| Delete
Exclusions

Add

File Types

[ scan all files

Recognize file types by their
® c

orough but slow)

name extension (fast)

o e
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You can alsgpecify how avast! should
recognize potentially suspicious files that
should be scanned, either by checking the f
extension or by checking the actual content

If "content” is selected, avast! will look insid
every file to determine what type of file¢ is
and whether it should be scanned.

If "name extension' is selected, then by
default, only files with extensions such as
"exe", "com", "bat" etc. will be scanned. Yot
can add other file extensions by clicking on
"select additional areas" and typing the
required file extension in the box. Then click
OK. To remove a file extension, click on it

once and then click "delete".
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are scanned, andlso the heuristic sensitivity.

. *
,Qm/usu Create a new job
P

Description

Schedule Select the type of job. Related jobs are grouped into families to make the selection faster.
Target Job type Scan
Job selection | Scan computer

e files (may be very slow for big files)
PUP and suspicious files

Scan for potentially unwanted programs (PUPs)
Links

 Follow links during scan

o e

If you find that a large number of clean files are detected by avast! as suspicious ("false positives"), it is
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As well as the standard process of scanning
known malware infections, avast! also
performs a heuristic analysis to identify
potential, but as yet unknown malware. This
is done by looking for certain characteristics
that may be a sign of a potential infection. B
You can adjust the level of heuristics
sensitivity to Low, Normal or High, or you cai
turn it off completely. Increasing the
sensitivity increases the chances of detecting
a virus but also the likelihood ofdise
positives".

possible that the heuristic sensitivity is set too high. Reducing the heuristic sensitivity should result in
fewer files beingeported as suspicious, however this also reduces the chances of a real virus being

detected.

If the box "use code emulation” is checked and avast! detects some suspicious code in a file, it will
attempt to run the code in a virtual environment to deteima how it behaves. If potential malicious

behavior is detected, it will be reported as a virus. Running the code in this virtual environment means

that if the code is malicious it will not be able to cause damage to your computer.
You can adjust the basszan sensitivity by checking or waiecking the following boxes:

A Test whole files (may be very slow for big fileshecking this box will result in scanned files
being tested fully, not just those parts of a file which are normally affected by virives.

viruses are normally found either at the beginning of a file, or at the end. Checking this box will

therefore result in a more thorough scan, but will also slow the scan down.

A By checking the box "Scan for potentially unwanted programs (PUPSs)", aalso scan for
programs which you may have downloaded unknowingly, typically programs that are used for
advertising, or collecting information about your computer or internet use.

By checking the box "Follow links during scan" you can ensure that thettaof any file system links
are also scanned for potentially harmful content. If this box is checked, the content of any folder to
which you would be redirected from a folder which is being scanned, will also be scanned.
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Packers
e lin R On this screen, use thcheckbox to specify
e e : ' whether avast! should attempt to unpack

archiveg(packerg during the scanning process

Actions

Description

On this screen, you can specify what actions t

Schedule Select the type of job. Related jobs are grouped into families to make the selection faster.

= s take when a virus?UP, orsuspicious file is
detected.

Performs a scan on the client computers

controls to specify what actions to take when a virus, a potentially unwanted program or

oty eyt o et i ) The default action is "Movi® Chest". If this is

Virus PUP  Suspicious

left as the selected action, any suspicious files
will be automatically moved to the virus chest.

OPTIONS

[M1f necessary, perform the selected action at the next system restart

Alternatively, you can select a different action,
which avast! will attempt to carry out
automatically- Repair, Delete, No Action, or
Ask.

Processing of infected archives:

the whole cantaining archive

If "Ask" is selected, you will be asked to confirm what action to take at the moment the virus,
potentially unwanted program, or suspicious file is detect¥du can also specify alternate actions,
from the same list of options, which should be takéthe preferred actions cannot be completed.

Under"Options", you can seledf necessary, perform the selected action at the next system restart. If
this box is checked and the action could not be completed, avast! will attempt to carry out the action
again the next time the computer is restarted. This could happen, for example where a file was in use
and could not be deleted or moved.

Finally there are additional options for dealing with infected archives:

By default, if an infected file is discovere an archive file, avast! will attempt to remove it.
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You can further specify that if the infected file cannot be removed, avast! should remove the archive
(the parent archive) within which the infected file is locatédternatively, you can specify tha
whenever an infected file is detected inside an archive, the entire archive should always be removed.

/T OEA TA@O OAOAArioimanted OOARDEEEDAx BEAE OAE£AAAO OEA
,qnnstl‘ Create a new job

Scan Priority
4EA OAAT DOEI OEDUOAADI ARGORO O(EQOEB8OG64EA EECEAO
will be, but the more system resources it will use up.

Persistent Cache

On this screen, you can configure the persistent casb#éiings.avast! can store information about files
that areverified as clear(e.g. they contain a valid digital signature), and this information can then be
used to speed up future scans. This information is storethe"persistent cache".

A Speed up scanning by using the persistent cacti¢his is checkedavast! will check the
persistent cache for information about files which have been verified as clean and these files
will not be scanned again.

A Store data about scanned files in the persistent caetighis box is checked, information about
any new vefied clean files detected by avast! during the scan will be added to the persistent
cache. This will slow down the current scan, but may increase the speed of future scans, if the
first checkbox is checked.

6C
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&ET Al 1 ERclugion® OGAODAT h ifylary @lesAr&didertBafisAould not be scanned.

Add (.

Bearin mind that any exclusions specifiet this screen wikhpply toall on-demand scans (manual and
scheduled).

A If you want to exclude files only from a specific manual or scheduled scan, uEa¢hesions
page in the scan settings.

A To exclude files only from being scanned by any of the-ties shields, use the Exclusions
page in the reatime shield expert settingsn the clients computer.

To exclude a location or file, first click the bokere it says <enter path> and then either type the
location or file to be excluded

If you want to exclude a folder, including all of its golglers, it is necessary to add™to the end of

the folder name e.g. @Vindows*.

To remove a location or dd from the exclusions list, click on it once to select it, then click the "delete"
button.
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Expert Settings

In the expert settings, you have direct access to the raw data values related to the various settings. As
any accidental or erroneous changesu@d adversely affect the behavior of avast you should only

access the expert setting if you are an advanced user and you are used to working directly with the raw
data settings.

. x
lcinunstl Create a new job

Deseription
Detalls

Schedule Select the type of job. Related jobs are grouped into families to make the selection faster.
Target Job type Scan

Job selection | Scan computer

Performs a scan on the client computers.

4 Value
15/ **TaskGUID***/ActionOnPackedFile onlyfile
15/ TaskGUID™**/AutomaticallyApplyActionsDuringScan | 1
15/ TaskGUID™**/Comment
15/ TaskGUID™**/ConsultUsn
“TaskGUID™/DefaultTask
*TaskGUID™/Deleted
*TaskGUID™*/Job
*TaskGUID***/Label
15/ TaskGUID™*/LastScanPath
15/ TaskGUID™*/LocalizedLabel [
avastcfgy/favasts ™ TaskGUID™*/NetAlert
3skGUID™,
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Running a Job

/1 CeeEhkdu® OAOAAT h UT O AATIbODAAtkeddce srtakiven dafe And Btla A
given time, or regularly on a specific day of the week or month.

Mnuustl' Create a new job - Job SCthUler

Description

Details

Schedule The contrels on this page enable you to schedule a job to be started automaticaly.

Here you can specify when the job will be

Target

started.
Once A
Once | . .
Daily A Once- simply enter the time and d
R ) ate when the job should be run
ration Console will wait for a response Monthly
ST _ _ _
I e ¢ A Daily- enter the time only- the job

will be started each day at the given
time.

A Weekly (or monthly)

A Immediately

Do not start the job if running on batteries

A Useful mainly for notebook owners. The job will not be started if the computer is running on
batteries.

Pause the job if battery mode begins

A If the computer is cut off from the electric power supply and switches to batteries while a job is
running, the job will be paused. Again, this is useful mainly for notebook owners.

Schedule
A Select daunch timeand launch datdor jobs that are to be run automatically at a future time.
Duration

A Specify how long the Administration Console will wait for a response from the target computer.
A job will be run if a response is received within this time.
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Description
Details
Schedule
Target

Create a new job

Select the computers or group of computers on which the job should be run according to the specified schedule.

Target  (

All computers

O Group selection

@ Computer selection

Search: | PERF
PERF0001 p:
PERF0002
PERF0003
PERF0004
PERF0005
PERF0006
PERF0008
PERF0009
PERF0010
PERF0011
PERF0012
PERF0013
PERF0014
PERF0015
PERF0016
PERF0017 p:
PERF0018
PERF0019
PERF0020
BERENNT

© | Filtereq: 2399

L
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Jobs History

TheHistory page ibplaysthe results of completed jobs:

,Ixovosll SMALL OFFICE ADMINISTRATION

Target

This is where you can spiécthe
computer,or group of computers, on
which the jobshould be run

You can select just a single compute
or a computer group, or you can
OO0AT AAO Aii1 o O
networked machines.

@ sumwary

@ revorrs

®

Filter

Job

Started on

Update server definitions 6/5/2012 5:31:42 AM

Quick scan 6/5/2012 5:23:50 AM

Update server definti
Clean unu:

Computer disc

012 4:09:57 AM

Update server def 27:25:54 AM

Update server definitions 25:25:54 AM

Quick scan 2 4:00:02 AM

Update server definitions

Clean unu: abase ent

Computer discovery

2012 3:24:57 AM 57

012 5:35:47 AM

6/5/2012 1AM

6/5/2012 5:31:41 AM
6/5/2012 5:23:52 AM
6/5/2012 4:11:31 AM

5/29/2012 7:28:58 AM

2012 5:30:21 AM
2 4:00:03 AM

23:28:57 AM

22:01:08 AM
5/29/2012 2:00:04 AM
5/29/2012 1:32:43 AM
5/28/2012 8:30:17 AM
5/28/2012 6:28:40 AM
5/28/2012 4:32:04 AM
5/28/2012 4:18:02 AM

2012 3:26:16 AM

Job completed Unveachabla computers Job timed-out Result

0000000000000000000

PHELP CENTER [ LOGOUT

Total: 18

©

o« Page(l [ef1 e m

d

If you would like tsee more detailed informatiolA 1 EAE /&l 1 A @& [Orendetals
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The Administration Console alsmfferswide reporting capabilitiesYou can create a variety of useful
reportsby simply clicking on the selected file formatSee the sectioiRunning a jobd Al O A AAOGAOL
of how to create and send reports automatically to specific users.

iziovosl! SMALL OFFICE ADMINISTRATION

7 HELP CENTER [ LOGOUT

@ sumMaRY .
QY "5 paue lets you define custam reports. Here you can specify the reauired format and how the report wil be delivered

L CHOOSE REPORT ~ CHECK REPORT PREVIEW GENERATE REPORT
@ JoBs
Top 10 Viruses ol avast!

prid

Network Computers —
Simple Overview

System messages log
Network Computers -

Shield log Full summary
Scan log

Network Computers -
Virus Definitions Version

Report archive

¥ ADMIN
- Network Computars -

avast! version ‘
Top 10 Infected

Computers

Malware detected in last
24 hours

R ——— N R

7 days

PowerPoint

Wir2:Packed+h [Hew)

S/11/2012 1:39:37 PM S/11/2012 1:39:41 P

25:Pdtea-gen [Expi) S/11/2012 1:39:39 P 51172012 1:39:39 P
Computers infected in

|ast 24 hours B:AutoRun-AR [Wrm] 511/2012 1:39:39 PM 5112012 1:39:39 P

Other:Maware-gen [T 51172012 3:39:38 PM 51132012 1:39:38 PN

Computers infected in Winz:Adware-gen [adw] 2 51172012 1:39:37 M 511172012 1:39:40 P20

last 7 days 2:huRun A28 (W] 2 S/11/2012 33937 1 spipon

2 S/117

You can export these reports to many popular formafdf, Word, Html, Rtf, Powerpoint

There arellpre-defined reports

Top 10 viruses

Network computers simple overview
Network computers- full summary

Network computers- virus definitions version
Network computers avast! version

Top 10 infected computers

Network computers lag communicationMalware detected in last 24 hours
Malware detected in last 7 days

Computers infected in last 24 hours
Computers infected in last 7 days

To To o To Io To o To Io I»
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Examples of some of the reports which can be created:
Jefavosts SMALL OFFICE ADMINISTRATION Top 10 infected computers

PHELP CENTER [

@ summary .
QY

(1) werwonk

dafing custam reparts. Hare you cai

how the repart wil be delivared.

CHOOSE REPORT CHECK REPORT PREVIEW GENERATE REPORT
Top 10 Viruse favast’
e frua
Natwork Computers
Simple Over

Network Comouters

Full Summary

POF
wiord
. — ‘ HTML
| Top 10 Infected
Computers
- RTF
R Powearboint

Malware detected

‘avastl SMALL OFFICE ADMINISTRATION Top 10 viruses

THELP CENTER [3LC

agy .
‘ This page kets vou define custom reports. Here you can specify the required format and how the report will be delivered.

() neTwors

CHOOSE REPORT CHECK REPORT PREVIEW GENERATE REPORT
(%) 1085

Top 10 Viruses

al avast!
o o

Full Summary

poF:
ars word
' ‘ e
Top 10 Infucted
Computers
RTE
Malware detected in last o
24 hours
PomerPaint
Malwars detected in last

Computers infected
last 24 haurs

Network canputersz simple
overview

FHELP CENTER [3LOGOUT

@ summary

' required format

eports. Here you ca

) NETWORK

CHOOSE REPORT CHECK REPORT PREVIEW GENERATE REPORT

Network Computers -
Simple Overview

.
—

PowerPoint
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System Messages Log

The swtem messages log contains all information about actions carried out by the Administration
console.

,qcu/cnst! SMALL OFFICE ADMINISTRATION

JHELP CENTER [ LOGOUT

@ sumMMaRY
The system messages log contains informatien about actions carried out by the avast! Small Office Administration.

() nerwork Filter Total: 4 @
@ Date ~ Subject Source
B € 5t 6/5/2012 4:09:44 AM  SMTP not configured correctly Mirror < d

5/29/2012 7:00:02 AM  Trial license active. License manager +f '

5/28/2012 7:00:04 AM  Trial license active. License manager & '

5/28/2012 2:24:42 AM  SMTP not confiqured correctly Mirror « d

Report archive

¥ apMIn

To removeamessage frb OEA | EOQOEAEICE ERATINTg OEAO
v

| Mark message as read |

Tosee moredetailed nformationA1 EAE Al 11 AGBDO G&AT 1 g

Open message

,@tt‘l vast!  system message

o New computer found

1 new computers have been discovered. The new computers are SECW2KE00L. One of the
deployment methods should be applied on discovered computers to protect them with avast!
Business Protection.

Last occurrence: 1/17/2012 11:13:35 AM Message source:  Discovery




Shield Log

The sield log contains all alerts raised by the-aocess scanners, suchtas Web shield, Network

shield, File system shield etc.
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lcinvnst!' SMALL OFFICE ADMINISTRATION

(&) suMmMaRY
(1) neTwork

@ 10BS

Report archive

ADMIN

Filter

Computer
SBCW7001
SBCW7001
SBCW7001
5BC221
5BC221
5BC221
5BC221
SBC221
SBC221

|

This is a log of all alerts raised by the on-access scanners, such as the Web Shield or Network Shield,

Shield

Web shield

Weab Shield

Web Shield

File Systemn Shield
File System Shield
File System Shield
File System Shield
File System Shield
File Systam Shield

? HELP CENTER [3 LOGOUT

Total: 10 @

Path Virus Time
http://www.gicar.org/doy EICAR Test-NOT virus!!! | 3/11/2011 *
http://www.eicar.org/doy EICAR Test-NOT wvirus!li 3/11/2011

http://www.eicar.org/doy EICAR Test-NOT virus!!! | 3/11/2011

Ci\viry\180E645C.exe | Win32:Harrier 3/11/2011
C:\viry\0068DADA.2xe  Win32:Cekar 3/11/2011
C:\wiry\0058AA2D.exe  Win32:Kamso [Tr] 3/11/2011
C:\viry\05C9BD38.exe | Win32:Kaze 3/11/2011
C:\wviry\01B207C4.exe  Win32:allaple [Wrm] 3/11/2011

C:\wiry\OOO1E7EC.exe | Win32:ChanCrypt [Cryp] | 3/11/2011 |«

| v

It is possibldo filter by Computer name,

Filter Total: 10 &
by Computer by Virus | By Shields
Clear
Pattern ] Match case
Filter
by Path/location,
Filter Total: 10 @
by Computer by Virus | By Shields
Clear
Pattern ) Match case
Filter
by Virus name,
Filter Total: 10 @
by Computer by virus | By Shields
Clear
Pattern [ Match case
Filter
Filter Total: 10 &
by Computer by Virus | By Shields
() File System Shield () Mail Shield () Web Shield (] P2p Shield (] IM Shieid (] Network Shield ® Included O Excluded
[7] script shield (| Behavior Shield [] Anti Spam Shield [ ] Exchange Shield [ ] Sharepoint Shield oz
] Firewall Filter
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The an log screen shows you the results of individual scans run on the computers in your network:

icinl/ns[!' SMALL OFFICE ADMINISTRATION

7HELP CENTER [ LOGOUT

(@) suMMaRY
This screen shows you the results of individual scans run on the computers in your network.
(&) IRK
(l) NETWORK Filtar Totzl: 0 @
Computer Path Virus Time
SBC221  ci\wiry\zace \context_Packed-A\C6Z Win32:Packed-A [Heur] 3/14/2011 3
SBC221  ci\wiry\shrt-062D35E8.5am Win32:Alureon-GC [Rik] 3/14/2011 u
SBC221 | c:\viry\pe2-trj-078653C1.sam Win32:Hrupka-A [Cryp] 3/14/2011
) e SBC221 | c:\wiry\pe2-spy-09158E5B.5am Win32:Spyware-gen [Spy] | 3/14/2011
System messages log
SBC221 | c:\viry\pe2-rtk-5E75E0CF.sam Win32:Rootkit-gen [Rik] 3/14/2011
SBC221  ci\wiry\pe2-mal-04071EE9.sam Win32:KadrBot [Trij] 3/14/2011
SBC221  c:\wiry\pe2-dial-153B02D1.sam Win32:Dialer-gen [Dialer]  3/14/2011
S SBC221 | c:\viry\pe2-adw-33949F1D.5am Win32:Adware-gen [Adw] | 3/14/2011
; SBC221 | c:\wiry\long-5D6A9415.5am Win32:AutoRun-AZB [Wrm] | 3/14/2011
-
4 4 Page 1 of L » #l
The scan log can be filterdy Computer name,
Filter Total: 100
by Computer by Path | by Virus
Clear
Pattern (] Match case
Filter
by Path/location,
Filter Total: 100 @
by Computer | by Path | by Virus
Clear
Pattern ] Match case
Filter
or by Virus name
Filter Total: 100 @
by Computer | by Path | by Virus
Clear
Pattern ] Match case
Filter
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Report archve

For future usethe Administration console stores every generated report, which can be downloagled
clicking theDownload button.

Mm/nst!' SMALL OFFICE ADMINISTRATION

7 HELP CENTER [ LOGOUT

(5) sumMarY
“‘3 I The report archive contains report files generated by the console.
Y : =
() Nerwork Date created File name File format
4 Top 10 Infected Computers (1 item)
(%) 1085 ;
= 3/14/2011 5:34:54 AM top-10-infected-computers-110314-12-34-54.pdf Pdf Download

@ revors

Reports
System messages log
Shield log

Scan log

¥ aomin

To make it easy to locatepecific repors,you can categorize reports by Creation date, File name, or
File format.
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Settings

,@tovas[! SMALL OFFICE ADMINISTRATION

@® sumMMARY

() nerwork

@ Joas

“ REPORTS

3 ADMIV

Settings

Subscription

Mirror
User login audit trail
Computer login audit trail

About avast!

Users
User settings
Setup
Troubleshooting
Components
Network

SMTP settings

‘You can manage the users of the avast! Small Office Administration
Filter

Username Email Y T

admin W\

7HELP CENTER [ LOGOUT

Total 1 @

Create new user

,@tauasﬂ SMALL OFFICE ADMINISTRATION

(&) SUMMARY

(1) mETWORK
7%

@ JjoBs

@ reporTs

e a0

Settings
Subscription
Mirror

User login audit trail

Computer login auciit trail

About avast!

Users
User settings
Setup
Troubleshooting
Components
Network

SMTP settings

Here you can change the settings for individual users.

Language

Select the language for the console.

7HELP CENTER [ LOGOUT

avast! Endpoint Protectiorg Installation Guide

Users

The Userdolder holds a list
of all users who are
permitted to access the
Administration console.

User Settings

Here you carselect the
language for the interface
from the list ofavailable
Administration console
languages.
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@) summary
((1’) NETWORK

@ 10BS

@\ rerorTs

Xe ADMIN

Subscription

Mirror
User login audit trail
Computer login audit trail

About avast!

Troubleshooting
Components
Network

SMTP settings

avast! Endpoint Protectiorg Installation Guide

7HELP CENTER [ LOGOUT

You can define the initial client settings.

You can use the wizard to define the initial settings of beth the cansole and the managed clients. Note that al
managed computers will be moved to the Default group.

Start initial setup wizard

You can download the Iatest avast! dliznt by clicking the following link:

,@touost! SMALL OFFICE ADMINISTRATION

@) SUMMARY
((Jf) NETWORK
@ JoBS

@ reports

e apmm

Subscription

Mirror
User login audit trail
Computer login audit traill

About avast!

Users
User settings

Setup

Components

Netwark

SMTP settings

7 HELP CENTER [3 LOGOUT

This page allows you to generate a troubleshooting package that can be used by the avast! support team.

You can download the troubleshooting package. This package includes the server log files and othar configuration
files

Download troubleshooting package

Logs

() Enable debug logging

,@(qvqst! SMALL OFFICE ADMINISTRATION

® summary

(‘-)) NETWORK
¢

@ JoBS

@) reporrs

¥ aoMIN

Subscription
Mirror

User login audit trail

Computer login audit trail

About avast!

Users
User settings

Setup

Troubleshooting

Network
SMTP settings

PHELP CENTER [ LOGOUT

You can select which avast! components should be included in the avast! setup package used for depleyment
Selected components
@ Anti-spam Shield
W Anti-spam Shield (Exchange)
& Behavior Shield
& Exchange Shield (32bit)
& Exchange Shield (54bit)
@ File System Shield
W Firewall compenent
W IM Shield
& Mail Shield
& Network Shield
W P2P Shield
W SafeZone
& Sandbox
& Script Shield
& Sharepaint Shield (325it) E

Setup

You can define the initial
client settings.

Note that running the initial
setup wizard again, after
you have allocated your
computers to groups will
result in all computers beinc
re-assigned back to their
initial default groups.

Troubleshooting

Here you can create
packagecontaining allyour
key systeminformation for
avast support purposes.

Components

Here you can select which
avast! components should
be used in the avast! setup
packages used for
deployment.
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Advanced Mode

The Advanced mode settigsA OA AAAAOOA A AQA TAA A E-Bhbichk dghttedtreO E A
i £ OEA GORAOODAOGOEI@COO OAOAAT 8

Changesto the Advanced Mode settings shoub@ made onlyf specifically requested bgvast!
technical suport and all changes are logged for internal usauthorized changes may seriously
impair the performance of your system. Avast Software cannot be hedgonsible for anproblems
caused byanyunauthorized changet the Advanced Mode settings

izxcu/ast!' SMALL OFFICE ADMINISTRATION

7HELP CENTER [ LOGOUT

{® suMMARY Emails
Key Value u
(«i)) NETWORK From email address
From name avast!
@ 10BS SMTP credentials login
SMTP credentials password
SMTP port 25
@ rerors s
o SMTP host
SMTP enable SSL False
s aDMIN
Email encoding identifier | 65001
Sending timeout 100000
Subscription Commen
Mirror Key value
User login audit trail System menitor service address | net.pipe://localhost/SBC/ManagerService
Computer login audit trail IRl CEREE IS net.pipe://localhost/SBC/MirrorService
Y ——— Shr servire addrass et ninss/lInralhnst(GRC/ShrSarvics E
Save

,z:xouqst! SMALL OFFICE ADMINISTRATION

7HELP CENTER [5LOGOUT

(@ suMMARY

She service address net.pipe://localhost/SBC/SbeService

Website virtual folder

(i) NETWORK
@ Server port 8731 u
Secure server port 8732
() JoBs website location C:\Program Files\AVAST Software\Administration Console\web
Enable debug legging False
@\ rerorTs
= Database
Key Value
* ADMIN Size limit 2147483648
Warning threshold 80
Check indexes True
Subscription
Nodes batch operation threshold 200
L Backup timeout (secs) 120
User login audit trail
B Management
Computer login audit trail <
Key value L

About avast!

Save
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@ SUMMARY
(( L)) NETWORK
(%) 1085

@ rerorts

-x- ADMIN

Settings

Subscription
Mirror

User login audit trail
Computer login audit trail

About avast!

Management
Key
Backup file name template

Backup files path

avast! Endpoint Protectiorg Installation Guide

HELP CENTER [LOGOUT

Value
backup{date}.dat
C:\Documents and Settings\All Users\Application Data\AVAST Software\Administration Console\B:

Message quaue validity 1209600

Troublesheoting dump validity 1209600

Max age of VPS versions 1825

Max age of program versions | 1825

< »
Mirror configuration

Key Value

Proxy address

Proxy type 0

Proxy port 0

Proxy user name

Proxy password

,@‘ vasi! SMALL OFFICE ADMINISTRATION

{® summarY

* ADMIN

Subscription

Mirror

User login audit trail
Computer login audit trail

About avast!

Proxy use NTLM
Mirror directory
Distribution directory
Log directory
Configuration directory
Packages directory

MSI packages directory

7HELP CENTER [ LOGOUT

]
€:\Documents and Settings\All Users\Application Data\AVAST Software\Administration Console\M
Cr\Documents and Settings\All Users\Application Data\AVAST Software\Administration Console\M
C:\Documents and Settings\All Users\Application Data\AVAST Software\Administration Censole\M
€:\Documents and Settings\All Users\Application Data\AVAST Software\Administration Console\M
C:\Documents and Settings\All Users\Application Data\AVAST Software\Administration Console\M U

C:\Documents and Settings\All Users\Application Data\AVAST Software\Administration Censole\M

Setup INI creation timeout (s) | 30

Debug mirror False

Palling interval 10000

< >
Passwords

Key Value

Minimum Length 3

Use alpha-numeric characters True

Use non alpha-numeric characters | False -

,Zzi vast! SMALL OFFICE ADMINISTRATION

(H) NETWORK
L

) 108s

‘. REPORTS

* ADMIN

Subscription
Mirror

User login audit trail

‘Computer login audit trail

About avast!

Allow blank password

Provider status aggregate
Key

Five minute records age (days) 1

Half hour records age (days)
Two hour records age (days)

One day records age (days)

Reports
Key

Reports directory

Reports templates directory
Reports thumbs directory
Enable thumbnail regeneratior

Ll

7HELP CENTER [ LOGOUT

Value

3
’ i
Value

€:\Documents and Settings\All Users\Application Data\AVAST Software\Administration Console\R
templates\,

thumbs\

n False

Server core

Save
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,Zzi vast! SMALL OFFICE ADMINISTRATION

PHELP CENTER [ LOGOUT

(@ summMARY
Server core
Key value
() nerworc Authentication mode undefined
Update period (seconds) 10
(%) 1085 Listen protocol specifier http
Secure listen protocol specifier https
@\ rerorTs Server application path Design_Time_Addresses/Avast.Sbc.Service. Core/SbeConnectionPoint/
- Dashboard status forced reload 3500
Nodes update pause (miliseconds) 30
e apMIN
Nodes update chunk count 40
Web service timeeut (minutes) 0
S sz Activity window (seconds) 30
Mirror Maximum result count per request 1500
Wz @l o) Licence file location C:\Documents and Settings\All Users\Application Data\AVAST Software\Admil
PENNRMNEIRIE  Engine provider status poll timeout {milliseconds) | 60000
Message queue poll timeout (milliseconds) 30000 b
About avast!
Save

,Zzi vast! SMALL OFFICE ADMINISTRATION

‘7HELP CENTER [ LOGOUT

{® summary
& Message queue resend threshold (milliseconds) 10000

Engine polling delay (milliseconds) 30000
(f) NETWORK System monitor polling delay (milliseconds) 500

Entity names for troubleshooting Configuration, NativeProperty, Node, NodeGreup, Job,Scheduleltem
@ J0BS Managed network type All

Network adapter name

1. REPORTS Network IP address
. Metwork MAC address

!E P System language name en-Us
Node cache validity (milliseconds) 30000
Activity check interval (milliseconds) 5000
Subscription Last known version file location C:\Documents and Settings\All Users\Application Data\AVAST Software\Admil
Mirror Program update check interval {minutes) 60
Provider status cleanup interval (minutes) 60
Computer | Common aggregation delay (secs) 300
Aggregation interval for monthly results (minutes) 30 -

About avast!
Save

7HELP CENTER [ LOGOUT

@ summMaRY

Aggregation interval for daily results (minutes)

Aggregation interval for week results (minutes) 10
1) NETWORK Aggregation interval for year results (minutes) 90
Program update manifest URL http://files.avast.com/iavsSx/{edition}_conscle.info.ver
(%) 108s Track unknown node login requests True
Healt monitor trigger interval (minutes) 60
@D reporTs service controller timeout (milliseconds) 60000
- Service controller attempts 3

e aDMIN -

Server messaging configuration

Key value
Subscription Primary protocel prefix tep:// U
Mirror Primary server port 25322

User login audit trail CLTEl7y SEREr (=

Primary retry count 3

‘Computer login audit ti

About avast! Secendary protocol prefix }

Save
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izi vast! SMALL OFFICE ADMINISTRATION

@ summMary
[( L’) NETWORK

m Joas

* ADMIN

Subscription

Mirror
User in audit trail
‘Computer login audit traill

About avast!

Secondary server address
Secondary server port
Secondary server path
Checksum algorithm
Require SSL

Debug messaging

Activity processor thread count

Process messages on separate threads | True

Min worker thread count
Max worker thraad count
APIP check

APIP check timeout (ms)

Server scheduler
Key

Scheduler thread wait

7HELP CENTER [ LOGOUT

CRC32
False
False

10

5
20
True

10000
vae i

Save

@ summMary

‘. REPORTS

e apMIN

Subscription

Mirror

Computer |

About avast!

APIP check

APIP chack timeout (ms)

Server scheduler
Key

Scheduler thread wait

Scheduler maximum workers
Scheduler cache flush interval (ms)

Scheduler rebuild cache interval (ms)

Unattended deployment configuration
Key.

Install result check interval (ms)

Maximum allowed delay between updates (s) 60

Executable folder

Data folder

7HELP CENTER [ LOGOUT

10000

10000
600000

Value

250

C:\Program Files\AVAST Softwara\Administration Console

C:\Documents and Settings\All Users\Application Data\AVAST Software\Administra U

) >

Save
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Subscription

After receiving your license file, you just needdimuble-click to open it and your license will be inserted
into your program automatically. You can now continue to use your avast! antivirus for the duration of
your licenseand you will continue to receive automatic updates to both the program and your virus
definitions.

Alternatively, save the license file on your computer, open the avast! interface and click on the
Maintenance tab. Next click on "Subscription" and them"Insert license file". A new window will open
where you can browse your computer to locate your license file. Once you have located it, double click
on it and it will be automatically inserted into the program.
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