Administration Console

For avast Business Protection (Plus)

Administrator’'s Guide



This guide has been written to assist system administrators or anyone who uses the avast!
Administration Console to manage their network. The information contained in this guide is
divided into the following key areas:
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The avast! Administration Console has been specifically designed to make the administration
of your computer network as simple as possible, while providing the maximum protection for
all the computers on your network.

The central web based Administration Console allows you to install avast! antivirus on all
your computers remotely, enabling you to:

A
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Centrally manage updates

Create and schedule scans to be run on selected computers
Receive real-time security alerts

Create reports

Receive automatic notifications whenever a new computer is connected to the
network

The Administration Console is designed primarily for small networks of up to 200
workstations. It's a simple and easy to use program to help you deploy and manage avast!
antivirus on your network, and keep your network free of viruses and other malware.

The Administration Console is a web based system and does not require a server Operating
System. Once installed, you can access it from any computer with an internet connection.



SBC Administration Console:
Supported operating systems:

A Windows XP, SP3 or higher
Windows Vista (any Edition excl. Starter Edition), latest SP
Windows 7 (excl. Starter Edition and Home Basic Edition)

Windows 2003 Server (all editions), latest SP
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Windows 2008/R2 Server (all editions, excluding Core Installation), latest SP
A Wwindows SBS 2011

Note: the latest SP and a fully updated OS is recommended!

Minimum Hardware Requirements:
A Processor Pentium 3
A 1 GBRAM
A A minimum of 900 MB of free hard disk space for the initial installation
A Internet Explorer 6 or higher, or other Silverlight enabled browser

Note: The minimum Windows operating system requirements must also be met.



Centrally managed “client” products:

avast!Business Protection
(for Workstations)

Supported operating systems:

A Windows 7 x32/64bit

A windows Vista (any Edition excl. Starter Edition) x32/64bit

A Windows XP Service Pack 2 or higher x32/64bit

A Windows 2000 Professional Service Pack 4
Older Windows operating systems (Windows 95/98/ME/NT) are not supported.
Minimum Hardware Requirements:

A Processor Pentium 3

A 256 MB RAM

A 300 MB of free hard disk space

avast!Business Protection Plus
(for Workstations)

Supported operating systems:

A Windows 7 x32/64bit

A Windows Vista (any Edition excl. Starter Edition) x32/64bit

A Windows XP Service Pack 2 or higher x32/64bit
Older Windows operating systems (Windows 95/98/ME/NT/2000) are not supported.
Minimum Hardware Requirements

A Processor Pentium 3

A 256 MB RAM

A 380 MB of free hard disk space



avast!Business Protection/Plus
(for Server operating systems)

Supported operating systems/hardware requirements:
A Wwindows 2003 (32 bit/64 bit)
T Processor Pentium 3
i 256 MB RAM
T 200 MB of free hard disk space
A Windows 2008/R2 Server (any edition, 32 bit/64 bit, excluding Core Installation)
i Processor Pentium 3
i 512 MBRAM
T 200 MB of free hard disk space
A Windows SBS 2011
T Processor Pentium 3
i 512 MBRAM
T 200 MB of free hard disk space
A Microsoft Sharepoint
i MSP 2003
i MSP 2007
i MSP 2010
A Microsoft Exchange
i MSE 2003
i MSE 2007

i MSE 2010



Windows OS vs SQL compatibility

www.microsoft.com

http://technet.microsoft.com - The TechNet Library contains technical
documentation for IT professionals using Microsoft products, tools, and
technologies.

SQL full versions vs SQL Free/Express versions

A http://technet.microsoft.com - The TechNet Library contains technical
documentation for IT professionals using Microsoft products, tools, and
technologies.

http://msdn.microsoft.com - MSDN Library, an essential source of information for developers
using Microsoft® tools, products, technologies and services. The MSDN Library includes how-
to and reference documentation, sample code, technical articles, and more.



http://www.microsoft.com/
http://technet.microsoft.com/
http://technet.microsoft.com/
http://msdn.microsoft.com/

Before you start installing the product, you should think about how you'll be deploying it. The
following things need to be carefully considered:

Administration Console

A On which machine will you deploy the Console?

A Isit going to be a dedicated machine? If not, what else will run on the machine?
A Will other software interfere with the Console?

A Will there be enough resources left for the Console to work properly?

A Will you use just one Console, or would it be better to use more than one?

Note: Make sure that you are aware of the minimum system requirements

SQL

Is DHCP used on the network? Can the Console have a fixed IP address? (It should)

Is a full MS SQL 2000/2005/2008 database going to be used, or the Free/Express
version (MSDE/2005/2008)? If you choose MSDE/Express, will it handle all your
management data? (MSDE/Express should only be used on networks of several
hundred computers or fewer).

Note: Make sure that you are aware of all limitations of MSDE and SQL Express versions!



The installation begins with the automatic detection of whether all prerequisities are installed.
Simply follow the installation wizard which will also help you to find and install any

prerequisites which are missing.

b avast! Administration Console Setup @

The setup has determined that some of the
prerequisites needed to run this program are
missing. This wizard will assist you in getting and
installing those prerequisites. Click Next to
continue to the list of prerequisites

Click Fimish at any time to completely skip the
installation of prerequisites and jurnp to the
installation of the main program. Click Cancelto
cancel the installation and exit the Setup Wizard.

Cancel

To continue with the installation just click the Next button

b avast! Administration Console Setup

Prerequisites i
These programs are needed For the application to run, Click on the check box C) nvc.St!
next to a prerequisite to select it For install or to skip it

Mame Wersion Action

Internet Information Services Required: any. Found: nothing. Install

windows Installer For Windows ¥P... Required: 4.5 ot higher. Found: ... Download

[1 wWindows Imaging Component %86 Required: any, Found: 6.0,6001,.,  Skip

MET Framework 4.0 Required: any. Found: nothing. Download
Silverlight Required: 4.0 ar higher. Found: ... Download
Download Folder: | CADOCUME~1{ADMINI~ 1ILOCALS~1Temp} ‘ [ Browse...

Press the Mext button to download the prerequisites.

Note: Silverlight can be installed separately after successful installation of the avast!
Administration Console.
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Prior to installing the Administration console all prerequisities have to be met:

A 1IS - Internet Information Services (has to be installed and running -part of the MS
Windows)

A Windows Installer - if the package cannot be downloaded automatically see
www.microsoft.com

A .NET Framework - if the package cannot be downloaded automatically see
www.microsoft.com

A Silverlight - can be installed separately, after the successful avast! Administration
console installation

All prerequisities should be automatically downloaded and installed (an Internet connection is

required)
5% awvast! Administration Console Setup
Prerequisites Download ¢
Please wait while the selected prerequisites are downloaded. ) DVC‘BL

LRL Size Status
httpy//microsoft.c/win./pre./sys./windowsxp-kb942288..  3.17 MB 55%
http://microsoft.c/win./pre./sys./dotnetfx40_full_setup. 86BKE Pending

Progress: 44% (1.77 MB of 4.02 MB)

[ ]

Downloading: Windows Installer For Windows %P x86 55% (1.77 ME of 3.17 MB)

[ ]

Saving to: CADOCUME-- 1\ ADMINI~ 1)L OCALS~1}Templwindowsxp-kb942266-v3-x86.exe

Remaining Hme: 4 sec at 302 KB/fsec

Automatically install the prerequisites after finishing the downloads.

If the download does not start automatically, visit www.microsoft.com to download the
necessary prerequisities.
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To continue with the installation, on the next screen select “l accept the terms in the License

Agreement”.

bp awvast! Administration Console Setup

End-User License Agreement

Please read the following license agresment carefully

AVAST END USER LICENSE AGREEMENT »
(FOR BUSINESS)

PLEASE READ THE TERMS AMD COMDITIONS OF THIS LICENSE
AGREEMENT {AGREEMEMNT") CAREFULLY BEFORE USING THE

SOFTWARE (AS DEFINED BELOWY). THIS IS A LEGALLY BINDIMNG
CANTRACT BETWEER Yl | ARID SUACT COFTWADE a0 & CORMB LY

(%) 1 accept the terms in the License Agreement

() 1 da not accept the terms in the License Agreement

[ < Back ][ Mext > ] [ Cancel

Then click Next to continue with the installation

The proxy settings on the next screen are important when avast! needs to access the
internet, for example, when carrying out updates.

e avast! Administration Console Setup

Proxy Settings

Proy
(%) Direct connection (no prasey)

() Specify proxy server

[ < Back. ][ Mext = ] [ Cancel
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If you connect directly to the internet (i.e. not through a proxy), select "Direct connection (no
proxy)". Note: dial-up connections do not use a proxy.

If you are not sure whether you use a proxy server, or which proxy server you use, ask your
internet provider or network administrator!

If you connect to the internet through a proxy server and you know the proxy server details,
select "Specify proxy server” and enter the proxy details:

T Address - Enter the address of your proxy server
I Port - Enter the port your proxy server uses

Authentication type - specify whether the proxy server requires authentication and if so, the
type of authentication.

T A username and password must be entered if required for authentication

On the next screen, you can insert your license if you have already purchased one and saved
it on your computer, or you can request a demo license, valid for 30 days:
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